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KPMG LLP

1900 Nashville City Center
511 Union Street
Nashville, TN 37219-1735

October 31, 2004

The Honorable Mayor and Members of Council
The Metropolitan Government of Nashville and Davidson County
Nashville, Tennessee

Ladies and Gentlemen:

We have audited the financial statements of the governmental activities, the business-type activities, the
aggregate discretely presented component units, each maor fund, and the aggregate remaining fund
information of the Metropolitan Government of Nashville and Davidson County, Tennessee (the
Government) as of and for the year ended June 30, 2004, which collectively comprise the Government’s basic
financial statements and have issued our report thereon dated October 31, 2004. We aso have audited the
financial statements of each of the discretely presented component units of the Government, as of and for the
year ended June 30, 2004, as displayed in the Government’s basic financial statements. We also have audited
the financial statements of each of the Government’s nonmajor governmental, nonmajor enterprise, internal
service, and fiduciary funds, as well as the financial statements of the Sports Authority Fund as of and for the
year ended June 30, 2004. We did not audit the financial statements of the following Component Units: the
Nashville District Management Corporation, the Metropolitan Development and Housing Agency, the
Electric Power Board, the Metropolitan Transit Authority, the Nashville Thermal Transfer Corporation, the
Metropolitan Nashville Airport Authority, the Emergency Communications District, and the Industrial
Development Board.

In planning and performing our audit of the aforementioned financia statements, we considered interna
control in order to determine our auditing procedures for the purpose of expressing our opinion on the
financia statements. An audit does not include examining the effectiveness of internal control and does not
provide assurance on internal control. We have not considered internal control since the date of our report.

During our audit we noted certain matters involving internal control and other operational matters that are
presented for your consideration. These comments and recommendations, all of which have been discussed
with the appropriate members of management, are intended to improve internal control or result in other
operating efficiencies and are summarized in Appendix I.

Our audit procedures are designed primarily to enable us to form an opinion on the financia statements, and
therefore may not bring to light all weaknesses in policies or procedures that may exist. We aim, however, to
use our knowledge of the company’ s organization gained during our work to make comments and suggestions
that we hope will be useful to you.

We would be pleased to discuss these comments and recommendations with you at any time.

KPMG LLP, a U.S. limited liability partnership, is the U.S.
member firm of KPMG International, a Swiss cooperative.
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This report is intended solely for the information and use of the audit committee, management, and others

within the organization and is not intended to be and should not be used by anyone other than these specified
parties.

Very truly yours,

KPMme LIP
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RECOMMENDATIONS

GENERAL GOVERNMENT
TIMELINESS OF CAPITAL ASSETSPHYSICAL INVENTORY ADJUSTMENTS

Observation

Physical inventory listings of capital assets are being sent to departments to verify existence of all capital
assets each fiscal year. However, the responses received back from the various departments as to which assets
have been disposed of, and the potential adjustments that are needed are not being adjusted and reflected in
the fixed asset system on a timely basis. During fiscal year 2004, listings were sent out in January 2004,
however as of the date of thisletter, all adjustments to the fixed asset system still have not been made.

Recommendation

We suggest that Metro develop a detailed schedule that includes when each department’s physical inventory
adjustments will be analyzed. KPMG also suggests that potential adjustments are recorded within three
months of when the inventory verification process began.

M anagement Response

We concur. During fiscal year 2005, we will outline a comprehensive plan which will detail when each
department will have their physical inventory listings initially distributed, when each department must have
these listings completed and returned, and a targeted date in which all adjustments will be finalized and
entered into the fixed asset system.
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GENERAL GOVERNMENT
METRO INVESTMENT POOL INCOME ALLOCATION

Observation

During fiscal 2004, the Government made separate allocations of three investment earnings components:
interest income, realized market gains/losses and unrealized market gains/losses to participants in the Metro
Investment Pool on a monthly basis. In some months, the overall net investment earnings allocation was
positive; in other months, the overall investment earnings allocation was negative.

Prior to FY 03 the allocation was made as a net of all three investment earning components and the pool kept a
net asset value of $1.00. Market values did not fluctuate as a result. The portfolio was bifurcated in FY 03 with
one portfolio having a longer duration than the other two and all three portfolios were marked to market
monthly. During FYO03 there were no overall net negative investment earnings allocations. In FY04 the
portfolios experienced negative investment returns and net negative investment earnings allocations for the
first time as a result of market activity. Under the current methodology for allocation of income, al pool
participants were subject to the same mathematical calculation, regardless of whether the participant was a net
investor or net borrower. In months when net investment earnings losses were incurred, the alocation
performed resulted in “negative returns’ being applied to borrowers “negative” balances, which resulted in
credits, or income to their respective statements of changes in fund balances. While the mathematical
calculations were accurate, the current methodology appears to be inequitable to investing or “positive” funds.

Recommendation

KPMG recommends that the allocation methodology be reviewed to develop a more equitable allocation to
both investing and borrowing funds.

M anagement Response
Management concurs with the recommendation to develop another investment earnings allocation method. A

correcting entry to adjust FY04 has been prepared. A new allocation method has been developed and was
implemented in November.
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BUSINESS SOLUTIONS
PROGRAMMER ACCESS

Observation

One programmer has been granted command line access to the system so that she has access to make
programming changes and migrate her own changes to the JD Edwards (JDE) production environment but
cannot update production datain the system.

Recommendation

Management should limit programmer access to the production environment when PeopleSoft Enterprise One
v. 8.9 (PeopleSoft Enterprise) is implemented so that programmers do not have access to make changes to
code in the production environment.

M anagement Response

We concur. Developers in PeopleSoft Enterprise One 8.9 will not have access or the ability to promote any
programs to Production. There is an entire development life cycle for new code including system rules
governing authority by role. Developers are blocked from promoting anything to Production or updating

production data.

In FASTnet, programmers no longer have *ALL action security and the ability to promote code to production.
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BUSINESS SOLUTIONS
APPROVAL OF USER ACCESS
Observation
Documented management approval is not required before a user is granted access to the JDE system. A user’s
manager is notified after a user has been granted access to the system, but no documented response from the
manager is required to authorize the individual’ s access.

Recommendation

Management should implement procedures requiring managers to provide a documented authorization of user
access before users are granted access to JDE by the security administrator.

Management Response
We concur. The new Training Management Application in PeopleSoft Enterprise One 8.9 will require

management approval via workflow prior to security update. The current system does not provide this
functionality.



-

BUSINESS SOLUTIONS
MONITORING OF POWERFUL USER ACTIVITY

Observation

Monitoring of powerful user activity for individuals with powerful access to the systems (including
programmers and administrators) is not currently performed for individuals with access to the JDE system.

While management does have a process in place to identify terminated employees for removal from the
system, periodic management reviews of access have not been implemented to increase the assurance that
terminated or unauthorized access has been granted to JDE users.

Recommendation

Management should implement controls, including a periodic review of access by managers, to monitor
powerful user activities in the system to increase the assurance that only authorized activities are being
performed by these individualsin JDE.

Management Response

We concur. Business Solutions just recently reviewed security for Business Solutions and Payroll users. We
removed Human Resources master record access from the Central Payroll staff (excluding the two payroll
processors). Further controls are being implemented to prevent payroll processors from updating Human
Resources master data manually outside the normal course of payroll processing. We also removed *ALL
security from both the programmer and the HR/Benefits Business Analyst.

PeopleSoft Enterprise One 8.9 security will be setup by role level with standard Internal Audit approved
access. Security will no longer be granted on an adhoc basis.

We will perform no less than semi-annual reviews of user security levels with departmental contacts.
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BUSINESS SOLUTIONS
APPROVAL OF SYSTEM CHANGES

Observation

Minor system changes do not require approval before they are migrated to the production environment while
the JDE security administrator approves major changes.

Recommendation

Management should implement a change management system in which a Lead Developer would review and
approve all changes to the production environment. Management should also segregate duties so that the
individual approving the change prior to the implementation to production is not the same individual that
compl eted the change.

M anagement Response

We concur. Developers in PeopleSoft Enterprise One 8.9 will not have access or the ability to promote any
programs to Production. There is an entire development life cycle for new code including system rules
governing authority by role. Developers are blocked from promoting anything to Production or updating
production data.

In FASTnet, programmers no longer have *ALL action security and the ability to promote code to production.
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GENERAL GOVERNMENT INFORMATION SYSTEMS
CHANGE REQUEST FORMS

Observation
Metro ITS did not retain evidence of user testing for three out of the five ITS Change Request Forms
inspected. Also, management approvals were not retained for several changes prior to their implementation
into the production environment.
Recommendation
Management should retain evidence of user testing and enforce their current policy to retain the authorization
of management to migrate the change to the production environment prior to the implementation of the
change in production.

M anagement Response

We concur. ITS is modifying the Change Request Form to require due diligence testing to confirm standard
user functionality. This change will be implemented in fiscal year 2005.
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GENERAL GOVERNMENT INFORMATION SYSTEMS
AS/400 ACCESS

Observation

KPMG noted several AS/400 accounts that had never been used, while other accounts had access to the
system, although they no longer required access. In addition, some users were allowed to sign into the system
using concurrent sessions.

Recommendation

Management should implement procedures to identify users who no longer require access to the AS/400, and
management should also limit AS/400 user access to only one session.

Management Response

We concur. Unused and unneeded user accounts should be removed, and concurrent access should be
disallowed by default. ITSis preparing areport of unused accounts for review by the software administrators.
These changes will be implemented in fiscal year 2005. ITS believes concurrent session access is justified for
a few administrative and development users who need to be able to sign back on as themselves in order to
investigate the problems that may have caused their session to hang.
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GENERAL GOVERNMENT INFORMATION SYSTEMS
AS/400 ACCESS

Observation

L ogging has not been implemented to track failed login attempts on one of the AS400 servers inspected. Also,
procedures for monitoring audit logs on a periodic basis for the AS400 systems have not been implemented
by management.

Recommendation
Management should implement logging for failed login attempts on their AS400 servers and implement

procedures to periodically review audit logs for security violations and powerful user activity. This review
should be documented and retained for reference purposes.

M anagement Response

We concur. In fiscal year 2005, ITS will change the logs to track failed logins and implement procedures for
their regular review.
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GENERAL GOVERNMENT INFORMATION SYSTEMS
ASSESSOR AND TAX ACCOUNTING MAINFRAME ACCESS

Observation

Individuals with access to the Assessor’s and Tax Accounting mainframe systems are granted access through
operator IDs or operator numbers. The access to specific functions within the system is permissible using
operator IDs or operator numbers, but these functions have not been documented so that user access can be
reviewed for reasonableness. Access through the operator 1Ds or operator numbers has been established by
hard code that was implemented within each mainframe program at the time the application was devel oped.

For al ITS applications, change management procedures are the responsibility of the individua 1TS
development groups. For the Tax Accounting systems, documentation of the development manager’'s
approva to move a change to the production environment is retained, but no other documentation, including
the change request, testing, etc. are retained for application changes to the Tax Accounting system.

Recommendation

Management should document the access which has been assigned through operator IDs or operator numbers
to determine whether access assigned to individuals is reasonable according to their job responsibilities, or
management should migrate the Assessor and Tax Accounting applications off of the mainframe as soon as
feasibly possible to a system that allows the administrator to evaluate the specific access granted to a user.

Management should also implement standard change management procedures for al ITS applications and
retain documentation related to the change management process.

Management Response

We concur. ITSwill comply with the above recommendation during fiscal year 2005.
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GENERAL GOVERNMENT INFORMATION SYSTEMS
MONITORING OF SECURITY VIOLATIONS
Observation
Monitoring of security violations and powerful user activity is not currently performed by the Assessor's
information systems group for the AssessPro application or for the Windows 2000 server on which AssessPro

runs.

Although all users must be authorized by a manager before the Assessor’s information systems group will
grant the user access to AssessPro, no evidence of these authorizations is retained.

Recommendation

Management should implement procedures to monitor significant security violations and powerful user
activity to increase the assurance that unauthorized accessis not obtained to the AssessPro system.

Management should retain authorizations for user access and periodically review them to increase the
assurance that users are current and authorized for the access they have been granted.

M anagement Response
We concur. We have hired Patriot Properties to work on resolving the issue of monitoring significant security

violations and powerful user activity. In addition, we will implement the procedure recommended above
regarding review of authorizations for user access during fiscal year 2005.
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METROPOLITAN NASHVILLE PUBLIC SCHOOLS
PURCHASING CARD REVIEW PROCESS

Observation

Per the Metropolitan Nashville Public School (MNPS) policy regarding purchasing cards, purchases must
comply with MNPS' competition requirements and be within the limits authorized by the cardholder's
Department Head or Principal. When an individual is approved to receive a procurement card, certain criteria
are determined based on the person's position and business needs. Also, it is the responsibility of supervisors
(Principals, Department Heads) to access cardholder’s accounts online and approve all purchases.
Cardholders may purchase unauthorized items that will go unnoticed without supervisor review and approval
of al purchases.

Recommendation

All supervisors should be reviewing all purchases, as it is their responsibility per the MNPS purchasing card
policy.

Management Response

We concur. The purchasing card admistrative team met to put together a strategy to promote on-line approval.
This plan included notifying princials and department managers of the importance of on-line approval and
assigning a back up person for times when they cannot do this and communicating the monthly deadlines for
performing this task. These changes will be implemented in fiscal year 2005.
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METROPOLITAN NASHVILLE PUBLIC SCHOOLS
MAINTENANCE OF ORGANIZATION CHARTS

Observation

School organizational charts are prepared and sent out 3 times a year (usually in October, January, and May)
to ascertain if there are any errors in the employee data contained in the system at MNPS. Principals are
required to compare the information presented on the organizational charts to the records held at the school
and note any errors or discrepancies and also to sign off denoting approval. The organizational charts are then
returned to the MNPS HR Director, and any discrepancies noted are supposed to be keyed into the system. In
FY 2004, KPMG noted that the approved organizational charts were not retained in HR, resulting in alack of
documentation for a key control over the accuracy of HR/payroll data. Also, if an issue comes up during the
year pertaining to an employee’s personnel information held in the system, HR would not be able to refer to
the approved copy of the school organizational chart to ensure that any errors noted were, in fact, updated in
the system.

Recommendation

Approved school organizational charts should be retained each year in a centralized location as evidence of a
key control, so that they can be found if questions arise.

M anagement Response

We concur. We have taken steps to ensure that school organization charts will be kept and maintained each
year. We plan to keep them on file for two years.
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METROPOLITAN NASHVILLE PUBLIC SCHOOLS
IMPROVE ORGANIZATION OF HUMAN RESOURCESFILE MAINTENANCE

Observation

KPMG noted severa instances where we could not ascertain that employee information contained in the
system was correct by reviewing employee personnel files. KPMG selected a sample of individuas from the
school organizational charts and obtained personnel files from HR for each individual selected. In some
instances, employees had transferred to other schools, but no supporting documentation of the transfer was
present in the employee’s personnel file. We also noted that the date of hire on the organizational chart
differed from the date of hire found in the employee’ s personnel file in one instance.

Recommendation

Employee information in the system should always mirror the information contained in the employee
personnel files. Therefore, any changes in employee information that are made to update the system need to
also be documented in the personnd files, and vice versa. Also, an appropriate official should review
employee information that is input into the system to ensure that it agrees with the information in the
employee personnel file. Any discrepancies should be investigated.

M anagement Response
We concur. Steps have been put in place to be sure that data in the mainframe matches data in personnel files

and vice versa. Additions/deletions/corrections in the file will be maintained by our senior secretaries and the
senior clerk responsible for the the personnel files.
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METROPOLITAN NASHVILLE PUBLIC SCHOOLS
SEGREGATION OF DUTIES

Observation

The Business Manager and Internal Auditor jointly perform the reconciliation of the payroll cash account and
the Business Manager then reviews the reconciliation after completion. Currently, no review of the
reconciliations of the payroll direct deposit account is performed. KPMG also noted that a cash balance is not
recorded on the general ledger in FASTnet for these payroll accounts; MNPS assumes the balances in the
payroll accounts are aways zero (all payroll accounts at MNPS are zero-balance banking arrangements) when
performing reconciliations. Errorsin the reconciliation could exist and go unnoticed without proper review.

Recommendation

Someone independent from the reconciliation preparation process should review the reconciliations for al
bank accounts. Cash accounts should be established in FASTnet for all accounts, even those with zero-
bal ance banking arrangements, to better ensure ongoing monitoring. Evidence of review of reconciliations for
al bank accounts (including Metro Investment Pool and Tennessee Teachers Credit Union) should be
retained.

M anagement Response

We concur. The Business Manager will no longer perform any reconcilation tasks and will assume
responsibility of reviewing the final reconcilation statement for the main payroll account as well as the direct
deposit accounts. Once payroll istransferred to FASTnet, these bank accounts will be closed.

We have changed the format of the bank reconcilation template effective July 2004, to include a place for the
preparer to initial and date when the reconcilation was performed and a place for the reviewer of the
reconcilation to initial and date once the review has taken place.
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METROPOLITAN NASHVILLE PUBLIC SCHOOLS
COORDINATION OF CLOSING PROCESS

Observation

The closing process at MNPS is somewhat lengthy and not all entries are made on a timely basis. The
different departments at MNPS are each responsible for completing their own closing process at year end and
no one takes responsibility for ensuring that all entries get booked in atimely manner.

Recommendation

KPMG suggests that MNPS develop a detailed closing schedule that includes all entries that need to be
booked and all steps that need to be taken in order to complete the closing process in atimely fashion. Target
dates should be established for completion of each task, and responsibility should be assigned at an individual
level. This list should be monitored continuously to ensure appropriate progress is being made. This will
reguire enhanced communications between departments within MNPS. The accounting department needs to
take responsibility for leading the closing process and ensure that all entries across MNPS are completed on
an accelerated timeframe from previous practices.

M anagement Response
We concur. In the past, key items for the MNPS year-end closing procedures have been incorporated with

Finance's schedule. The MNPS accounting staff will work with Metro’s Division of Accounts to prepare a
detailed closing schedule to ensure that all entries get booked in atimely manner for June 30, 2005.
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METROPOLITAN NASHVILLE PUBLIC SCHOOLS
EVIDENCE OF MANAGEMENT REVIEW
Observation

Monthly MIP and Tennessee Credit Union statements are reconciled to Professional Employees Insurance
Trust Fund records and documented; however, evidence of an independent review is not documented.

Recommendation

KPMG suggests that the independent review should be dated and documented by signature or initials on the
monthly reconciliations of MIP and Tennessee Credit Union Statements.

M anagement Response
We concur. We have changed the format of the bank reconcilation template effective July 2004, to include a

place for the preparer to initial and date when the reconcilation was performed and a place for the reviewer of
the reconcilation to initial and date once the review has taken place.
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METROPOLITAN NASHVILLE PUBLIC SCHOOLS
INCURRED BUT NOT REPORTED LIABILITY FOR SCHOOL PROFESSIONAL EMPLOYEES
INSURANCE FUND

Observation
Management books estimated incurred but not reported (IBNR) liabilities for the School Professional
Employees' Insurance Fund using estimates provided verbally by external consultants at year-end. Obtaining

asupporting actuarial valuation was difficult and time-consuming.

Recommendation

Management should request the actuarial valuation in a timely manner and test the data such as claim
payment history used in the actuarial valuation in conjunction with their year-end close process. Then IBNR
should be adjusted to the actuarial valuation.

M anagement’s Response
We concur. Management will request the actuarial valuation in a timely manner and test the data such as

claim payment history used in the actuarial valuation in conjunction with the fiscal year 2005 year-end close
process.
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METRPOLITAN NASVHILLE PUBLIC SCHOOLS
REPORTING OF CLAIMS EXPENSE

Observation

Claims expense for the School Professional Employees' Insurance Fund was commingled with administrative
expense all during the year.

Recommendation

Claims expense should be reported on its own financia statement line item. The internal financial statements
related to the School Professiona Employees Insurance Fund should be reviewed by the accounting
department on a monthly basis throughout the year and such reclassifications should be addressed during such
financial statement reviews.

M anagement’s Response
We concur. The accounting department will review the interna financial statements related to the School

Professional Employees Insurance Fund on a monthly basis and verify that claims expenses and
administrative expenses are reported on separate financial statement line items for fiscal year 2005.
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DEPARTMENT OF WATER AND SEWERAGE SERVICES
CHANGE MANAGEMENT PROCEDURES

Observation

The Department does not have documented change management procedures implemented for the AS/400 or
for application changes and/or upgrades. Also, a test environment on the AS/400 server is utilized to test any
changes and/or upgrades to the operating system or to the application before migrating the change to the
production environment, but testing is not documented or approved upon completion.

Recommendation

Management should develop and implement formal change management procedures for changes to the
operating system and/or applications. Change management procedures should include standards for
documenting, testing and approving changes before they are migrated to the production environment.

M anagement Response

We concur. The AS400 Hardware and Operating System is maintained and operated by Metro ITS. Thereisa
change management process in place in that department that documents changes and provides approvals for
those changes. Staff from both ITS and Metro Water & Sewer 1S (MWS/IS) are involved in the preparation of
the documentation and the documentation is retained by ITS.

MWS does adhere to a systematic approach to implementing changes to the Customer Information System
(CIS). Changes to the CIS Application may result from arange of circumstances, such as:

Periodic Maintenance

User Requests

Software Upgrades

New Software Acquisition

Changes/Modifications

Unforeseen Events

The following tasks are performed on all changes prior to implementation to production:

e Log information in Log File. Log File contains date problem reported, description of problem, date
change applied to test, testing results, date change applied to production (resolution date).
Determineif problem requires atemporary work-around.

Perform Benefit/Risk Analysis - This includes determining the impact to the system and to our
customers

Develop Testing Scripts with expected results

Schedule a time frame to implement the change while considering application restrictions and
upcoming events such as month-end, year-end, holiday, heavy volume days, etc.

e Coordinate on-site/on-call support to resolve any problems that may occur during implementation or
subsequently thereafter.

Document and coordinate a back out plan.

Complete any internal checklist that may be required by the Manager/Process Owner.

Implement changes to the Test Environment - This includes any changes that may be applied by
vendor to the HTEPTF library.

e Perform Acceptance Testing based on Testing Script - This may include balancing financial/non-
financial records.

o Approve/Disapprove change based on testing results
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Determine if End-User training and/or documents are needed.
Implement changes to the Production Environment - This includes any changes that may be applied
by vendor to the HTEPTF library.

e Perform Acceptance Testing based on Testing Script - This may include balancing financial/non-
financial records.

o Approve/Disapprove change based on testing results

Essentially there are 4 steps that occur in normal application modifications.

e Step 1 - Development of a requirement document defining the required changes. This step is performed
by MWS/IS based on meetings with key members of the Customer Service division. This division is the
owner of the HTE CIS application.

e Step 2 — Based on the requirements, document modifications to the application code are made by HTE
and delivered for testing to the test partition of the AS400.

e Step 3-—Initia testing is accomplished by MWS/IS and based on the results of that testing any additional
modifications or corrections are communicated to HTE.

o Step 4 — Final acceptance testing is done by key people in the Customer Service division and agreement
of proper function is reached prior to approval to move from test to production.

To formalize this process, forms will be developed during fiscal year 2005 that document any changes
required and the testing required for these changes. These forms will be completed by MWS/IS through the
process, and signatures of the appropriate key people will be placed on these forms prior to promotion from
the test to the production system. These forms will be maintained by MWS/IS. This process will separate the
modification process between 3 groups, HTE, MWS/IS, CSC key employees.

Major upgrades to the software will be handled the same way except there will be multiple signatures required
for final approval of promotion from test to production. These signatures will be those supervisors of all
major sections of the CSC.

Due to the critical time element of nightly batch runs, documentation of emergency fixes will be handled after
the fact. The reason for activity will be noted on the form along with the temporary, and permanent fix, if
appropriate, will be documented. The owner of the functional part of the system that was affected by the
emergency will sign the form as approving the activity that occurred. If based on the circumstance it is
important to get approval prior to a change, the owner of that functional part of the system will be called at
home and a verbal approval will be taken, and formal documentation will occur the next business morning.
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DEPARTMENT OF WATER AND SEWERAGE SERVICES
USER ACCESSAUTHORIZATION

Observation

Documentation of the management authorization of user access to the CIS application and AS400 system
have not been retained or were verbally approved and documented by Help Desk personnel. Also,
management does not complete a periodic reauthorization of users with access to the CIS application or the
ASA00 system to determine whether users require the access that they have been granted to the system.

Recommendation

Management should require the managers or supervisors of CIS or AS400 users to document their
authorization of user access prior to a user being granted access to the system, and management should
implement a periodic review of user access to the system, documenting the results of their review.

M anagement Response

We concur. CSC Supervisory personnel request CIS user access and/or security changes by way of email, and
these requests are logged into the Metro ITS Magic Service Desk system. All incidents related to the MWS
CIS are assigned to the Water Services Application Team. These types of incidents are processed by 1 of the
3 CIS System Administrators. All information related to the request and completion are documented and
retained in the Magic Service Desk System.

Security Groups within CIS are defined for each section in the Customer Service Center (CSC) that
determines the functions available by that section. Each employee assigned to that section is appointed to one
of the defined security groups. The “canned” report produced by the AS400 that defines the security
authorizations for each employee is a printout of approximately 150 pages. It is obvious that for the 100 users
of the HTE this would cause a burden to be reviewed on a periodic basis and would redlistically not occur. To
address this issue, during fiscal year 2005, MWS/IS is going to work to produce a report that defines each of
the users of the CIS and what security group they are assigned to. We will then list those employees that
belong to a group but have more or less authorization than that basic group. An appendix to this report will be
a description of the functions the members of each security group have. This report will be sent to the
supervisors on a semi-annual basis for their review and approval of the stated security authorizations. This
will be done through e-mail, and their return approval will be retained by MWS/IS.
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DEPARTMENT OF WATER AND SEWERAGE SERVICES
DOCUMENTATION ON DISPOSALS

Observation

In our testing of fixed asset disposals, we noted that 4 out of 5 disposals selected were not supported by
documentation from the Division of Public Property certifying surplus, obsolete, or unused property.

Recommendation

We recommend that W& S maintain adequate documentation supporting each disposal. This would help
ensure that disposals are appropriate and are recorded accurately.

M anagement Response

We concur. A MWS employee did not follow the proper process in declaring these items as surplus. As the
surplus request form is on the internet, it is available to everyone. An employee filled out the form and sent it
directly to the disposal warehouse without forwarding itto MWS Accounting, where an asset disposal
sheet would be prepared, and the asset removed from the property records, as required by MWS procedures.
However, in these cases, Metro Financedid request, after the fact, the proper documentsfrom MWS
Accounting, as the items had capital asset tag numbers listed. The proper procedures are in place, but were
circumvented by an individual. Thisindividual has been re-instructed in the necessary actions required.
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METRO GENERAL HOSPITAL
PROPER RECORDING OF ACCOUNTSPAYABLE AT YEAR-END

Observation

Metro General Hospital had a significant number of unaccrued items as of June 30, 2004. This appears to be
the result of turnover in the accounting department and limited internal searches for unaccrued items before
closing the books.

Recommendation

General Hospital needs to improve controls around identifying unaccrued expenses and capital assets to
ensure that accounts payable are properly stated as of period end. We suggest that management conduct a
search for unrecorded liabilities at year-end and review a checklist of known accruals to ensure that the
accounts payable and accrued expenses and related expenditures are completely recorded.

M anagement Response

We concur. Nashville General Hospital was fully aware of its issues regarding Accounts Payable. A search
for unrecorded liabilities was conducted which enabled us to provide the KPMG audit team with a listing of
items that needed to be posted to FY 04. A checklist of recurring vendors is currently being developed.
Hospital has made significant improvement post June 2004 in its accounts payable section. Many processes
have been changed, eliminated and/or improved which will enable better tracking of liabitilities. In addition, a
complete turnover in Accounts Payable staff has occurred. General Hospital is installing a new program that
would even further enhance its ability to track and pay liabilities more efficiently, but an interface with Metro
Finance is needed to avoid duplicate entries of asingle invoice.
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METRO GENERAL HOSPITAL
RECORDING OF CAPITAL DISPOSITIONS

Observation

Metro General Hospital had a significant amount of capital dispositions recorded at one time upon a physical
inventory.

Recommendation

We suggest General Hospital enhance controls around capital dispositions to ensure dispositions are timely
communicated to the hospital accounting department. More timely communication will result in fixed assets
and related depreciation being accurately stated throughout the year.

Management Response

We concur. Nashville General Hospital conducted its first inventory count since moving to the 1818 Albion
location. This count revealed severa items that should have been removed from the fixed asset listing over
the past seven years. This list was provided to KPMG auditors. Nashville General Hospital has developed a
policy regarding conducting timely inventory of fixed assets to avoid large write-offs such as this in the
future. Additional policieswill also strengthen proper tagging and disposition of assets.



-

METRO GENERAL HOSPITAL
VALUATION OF ACCOUNTSRECEIVABLE
Observation

Metro General Hospital had several adjusting entries related to the valuation of accounts receivable due to
various payors insolvency.

Recommendation

While management had made initial allowances for the related accounts receivable, we suggest management
continually monitor the collectibility of net accounts receivable to determine if additional reserves may be
necessary based on changing facts and circumstances.

Management Response

We concur. Nashville General Hospital established the initial allowance based upon communication with the

MCOs and in some cases with liquidators regarding anticipated payment. The Hospital agrees now to take a
more conservative reserve due to the age of the accounts receivable balance.



-

METRO GENERAL HOSPITAL
FASTNET SYSTEM RECONCILIATIONS

Observation

Metro General Hospital's management has an inefficient accounting process due to running paralel
accounting systems. Running parallel systems results in time-consuming reconciliation efforts and double-
booking entries to both systems.

Recommendation

We understand that the Hospital continues to use two systems due to the lack of functionality within FASTnet
for patient accounting. We encourage management to work closely with Metro Division of Accounts to
identify ways to make this process more streamlined and efficient.

M anagement Response

We concur. Nashville General Hospital is currently reviewing the Patient Accounts and General Ledger
systems to evaluate the possibility of transitioning to a McKesson system since al other clinical systems are
converting to this platform. Nashville General Hospital desires consistency of information that could be
achieved through a single platform. Regardless of whether we stay with our current system or convert to
McKesson, Nashville General Hospital would like to work with Metro Finance to establish system interfaces
that would enable better resource utilization.



-

DISTRICT ENERGY SYSTEM
ESTABLISHMENT AND MONITORING OF FUNDS

Observation

The District Energy System (DES) commenced operations in December of 2003, taking over the functions
previousy performed by the Nashville Thermal Transfer Corporation. Due to the size of its operations, DES
isamajor enterprise fund of the Government. In establishing the accounting and funding mechanisms for this
new activity, the Government set up numerous trust accounts and general ledger funds. While some of these
funds were required under the bond indenture which funded the capital needs of DES, or by Council
resolution, certain trust accounts and general ledger funds were not required, and their existence added to the
complexity of the accounting function. In addition, the activity for these funds was not posted or reviewed in
atimely manner. Both of these situations contributed to a cumbersome and late closing process for this mgjor
fund.

Recommendation

Management should review the activities of DES and determine the optimal number of funds required under
legal requirements and needed for operational purposes. Unnecessary trust accounts should be closed, and the
applicable general ledger funds should be combined with operational or debt service funds, as applicable.
Posting of activities should occur monthly, with timely management review documented. Implementation of
these steps will better ensure accurate interim reporting and a simpler and more timely year-end close.

Management’s Response
Management concurs. Steps have already been initiated to close out all unnecessary trust accounts and general

ledger funds. Except where required by the bond indenture, DES cash receipt and disbursement functions will
be handled by the same process as other activities of the Government.



-

SHERIFF'SOFFICE
TIMELINESS OF BANK RECONCILIATIONS & FASTNET POSTINGS

Observation

For the Sheriff’s Office, KPMG noted bank reconciliations were not being prepared in atimely manner. As of
June 30, 2004, there was approximately an eight-month lag between the receipt of the bank statements and
preparation of reconciliations. In addition, the reconciliations were not organized in a manner conducive to
cash management. Cash transactions and balances are not being reported monthly to Division of Accounts to
be entered into FASTnet. Problems also exist in how the system posts inmate adjustments to sub-ledger
accounts, thus producing numerous reconciling items on the bank reconciliation.

Recommendation

KPMG suggests that the Sheriff’s Office outline a plan for completing monthly bank reconciliations in a
timely manner and correct all problems related to the system improperly recording entries into the sub-ledger.

M anagement Response

We concur. All Bank reconciliations for the Inmate Trust Account are in the process of being brought up to
date and will be completely up to date by December 15, 2004. The procedure to follow will be that the Inmate
Trust Account Analyst Representative will be responsible for completing the monthly bank reconciliations
within 5 working days of the receipt of the monthly statement and signed off by the DCSO Finance Manager
once completed. Also, all monthly cash transactions and balances will be properly reported to Division of
Accounts and entered into FASTnet in a timely manner. There have been challenges with the Inmate Trust
Account software in the way it posts adjustments to accounts, however these challenges are in the process of
being addressed and fixed by the software provider. It should be noted that there have been challengesin the
past year with staff shortages, but we are actively in the process of getting this account up-to-date.
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