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Terms and Conditions

1. GOODS AND SERVICES CONTRACT

1.1. Heading

This contract is initiated by and between The Metropolitan Government of Nashville and Davidson County .
("METRO") and Benchmark Analytics ("CONTRACTOR") located at 1801 W. Belle Plaine Ave., Suxte 209,
Chicago, IL 60613. This Contract consists of the following documents: : S

. Any properly executed contract amendment (most recent with first priorify), . -
. This document, including exhibits,
» Exhibit A, Proposal & Pricing

« Exhibit B, ISA Terms & Condifions
= Exhibit C, Data Sharing Agreement for Benchnmrk Research Consortium

. The Approved Sole Source Justification form and supporting documentation (all made a part of this
contract by reference), . .
. Purchase Orders (and PO Changes),

In the event of conﬂlctmg provisions, all documents shall be construed in the order llsted above.

' 2. THE PARTIES HEREBY AGREE TO THE FOLLOWING TERMS AND CONDITIONS: .-

* 2.1. Duties and ResponSIbllltles

CONTRACTOR agrees to provide the Benchmark Management System ™ First Sign™ Early Intervention, .and

C.ARE. Case Action Response Engine™ software licensing, project management, trammg and support to the
Metropolitan Nashville Police Department.

2.2. Delivery and/or Installation.

All deliveries (if provided by the performance of this Contract) are F.O. B Destination, Prepald by Suppher Inside
Delivery, as defined by METRO.

METRO assumes no liability for any goods delivered without a purchase order. All dehvenes shall be made as
defined in the solicitation or purchase order and by the date specified on the purchase order.

Installation, if required by the solicitation and/or purchase order shall be completed by the date specified on the
purchase order. .
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3. CONTRACT TERM

3.1. Contract Term

The Contract Term will begin on the date this Contract is approved by all required parties and filed inthe. -
Metropolitan Clerk's Office. The Contract Term will end thirty-six (36) months from the date of filing with the
"Metropolitan Clerk's Office. This Contract may be extended by letter signed by the Purchasing Agent on a year by
year basis for a maximum of two additional years. The option to extend may be exercised by and at the discretion of
the Purchasing Agent. However, in no event shall the term of this Contract exceed sixty (60) months from the date .
of filing with the Metropolitan Clerk's Office.

4, COMPENSATION

4.1. Contract Value

This Contract has an estimated value of $455,000.00 (two hundred and fifty-two thousand US dollars). The pricing
details are included in Exhibit A and are made a part of this Contract by reference. CONTRACTOR shall be paid as
work is completed and METRO is accordingly, invoiced.

4.2. Other Fees

There will be no other charges or fees for the performa.nce of this Contract. METRO will make reasonable efforts to
make payments within 30 days of receipt of invoice but in any event shall make payment within 60 days METRO
will make reasonable efforts to make payments to Small Businesses within 15 days of receipt of invoice but in any
event shall make payment within 60 days. -

4.3. Payment Methodology
Paymient in accordance with the terms and conditions of this Contract shal] constitute the entire compensation due
CONTRACTOR for all goods and/or services provided under this Contract.

METRO will compensate CONTRACTOR in accordance with Exhibit A of this. Contract. Sub_]ect to these payment
terms and conditions, CONTRACTOR shall be paid for delivered/performed products and/or services properly
authorized by METRO in accordance with this Contract., Compensation shall be contingent upon the satxsfactory
provision of the products and/or services as determined by METRO. . _ :

4.4, Escalation/De-escalation

This Contract is eligible for annual escalation/de-escalation adjustments. The request for adjustment must be in
accordance with Exhibit A and submitted by CONTRACTOR to the Purchasing Agent no less than sixty (60} days
prior to the annual anniversary of the filing of this Contract with the METRO Clerk's Office. Any such
adjustment, if approved by the Purchasing Agent, shall become effective on the anmversary of the filing of this
Contract with the METRO Clerk's Office. ) . .

4.5. Electronic Payment

All payments shall be effectuated by ACH (Automated Clearing House).
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4.6. Invoicing Requlrements

CONTRACTOR shall invoice METRO no more ﬁ'equenﬂy than once a month or for the satlsfactonly and
accurately delivered/performed products and/or services, whichever is less frequent. Invoices shall detail this
Contract Number accompanied by any necessary supporting documentation. CONTRACTOR shall submit all,
invoices no later than ninety (90) days after the products and/or services have been delivered/performed.

Payment of an invoice by METRO shall not waive METRO's rights of revocation of acceptance due to
non-conformity or the difficulty of discovery of the non-conformance. Such revocation of acceptance shall occur
within a reasonable time after METRO discovers or should have discovered the non-conforming product and/or
service but prior to any substantial change in condition of the products and/or services caused by METRO.

4.7. Subcontractor/Subconsultant Payments

When payment is received from METRQ, CONTRACTOR shall within fourteen (14) calendar days pay all
subcontractors, subconsultants, laborers, and suppliers the amounts they are due for the work covered by such
payment. In the event METRO becomes informed that CONTRACTOR has not paid a subcontractor, subconsultant,
laborer; or supplier as provided herein, METRO shall have the right, but not the duty, to issue future checks and
payments to CONTRACTOR of amounts otherwise due hereunder naming CONTRACTOR and any such
subcontractor, subconsultant, laborer, or supplier as joint payees. Such joint check procedure, if employed by
METRO, shall create no rights in favor of any person or entity beyond the nght of the named payees to payment of
the check and shall not be deemed to commit METRO to repeat the procedure in the future. If persmtent this may
be determined to be a material breach of this Contract.

5. TERMINATION

5.1. Breach

Should CONTRACTOR fail to fulfill in a timely and proper manner its obligations under this Contract or if it
should violate any of the terms of this Contract, METRO shall identify the breach and CONTRACTOR shall cure
the performance within thirty (30) days. If CONTRACTOR fails to satisfactorily provide cure, METRO shall have
the right to immediately terminate this Contract. Such termination shall not relieve CONTRACTOR of any liability
to METRO for damages sustained by virtue of any breach by CONTRACTOR.

5.2. Lack of Funding

_Should funding for this Contract be discontinued, METRO shall have the nght to terminate this Contract
immediately upon written notice to CONTRACTOR. ,

5.3. Notice

METRO may terminate this Contract at any time upon thirty (30) days written notice-to CONTRACTOR. Should -
METRO terminate this Contract, CONTRACTOR shall immediately cease work and deliver to METRO, within,
thirty (30) days, all completed or partially completed satisfactory work, and METRO shall determine and pay

to CONTRACTOR the amount due for satisfactory work.
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6. NONDISCRIMINATION

6. 1 METRO's Nondiscrimination Policy

1t is the policy of METRO not to discriminate on the basis of race, creed, color, national origin, age, sex, or
disability in its hiring and employment practices, or in admissicn to, access to, or operation of its programs, services,
and activities.

6.2. Nondiscrimination Requirement

No person shall be excluded from participation in, be denied benefits of, be discriminated against in the admission
or access to, or be discriminated against in treatment or employment in METRO's contracted programs or activities,
on the grounds of race, creed, color, national origin, age, sex, disability; or any other classification protected by
federal or Tennessee State Constitutional or statutory law; nor shall they be excluded from participation in, be
denied benefits of, or be otherwise subjected to discrimination in the performance of contracts with METRO or in
the employment practices of METRO's CONTRACTORs. CONTRACTOR certifies and warrants that it will
comply with this nondiscrimination requirement. Accordingly, all offerors entering into contracts with METRO
shall, upon request, be required to show proof of such nondiscrimination and to post in conspicuous p]aces that are
avallable to all employees and apphcants notices. of nondiscrimination.

6.3. Covenant of Nondiscrimination

All offerors have committed to the Covenant of Nondiscrimination when registering w1th METRO to do busmess
To review this document, go to METRO's website. -

6.4. Americans with Disabilities Act (ADA)

CONTRACTOR assures METROQ that all services provided shall be completed in full comphance with the
Americans with Disabilities Act ("ADA") 2010 ADA Standards for Accessible Design, enacted by law March 15,
2012, as has been adopted by METRO. CONTRACTOR will ensure that participants with disabilities will have
communication access that is equally effective as that provided to people without disabilities. Information shall be
made available imaccessible formats, and auxiliary aids and services shall be provided upon the reasonable request
of a qualified person with a disability. .

7. INSURANCE

7.1. Proof of Insurance

During the term of this Contract, for any and all awards, CONTRACTOR shall, at its sole expense, obtain and
maintain in full force and effect for the duration of this Contract, including any extension(s), the types and amounts
of insurance identified below. Proof of insurance shall be required naming METRO as additional insured and
identifying either the project name, RFQ, Purchase Order, or Contract number on the ACORD document.
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7.2. Products Liability Insurance

In the amount of one million ($1,000,000.00) dollars (If the CONTRACTOR is producmg the goods purchased by
METRO)

-y
H

7.3. General Liability Insurance
In the amount of one million ($1,000,000.00) dollars.

7.4. Automobile Liability Insurance
In the amount of one million ($1,000,000.00) dollars (if CONTRACTOR will be making on-site deliveries)

_ 1.5. Worker's Compensatlon Insurance (if applicable)

CONTRACTOR shall maintain workers' compensation insurance with statutory limits required by the State of
Tennessee or other applicable laws and Employer's Liability Insurance with limits of no less than one hundred
* thousand ($100,000.00) dollars, as required by the laws of Tennessee (Not required for companies with fewer than
" five (5) employees). . _ . '

7.6. Cyber Liability Insurance

In the amount of one million ($1,000,000. 00) dollars (for companies that have access to personal information
~ (SSN's; Addresses of employees, customers or students));

7.7. Technological Errors and Omissions Insurance

In the amount of one million ($1,000,000.00) dollars (for software and hardware manufacturers & website
deSIgners)

7.8. Such i‘nsurance shall:

Contain or be endorsed to contain a provision that includes METRO, its officials, officers, employees, and
volunteers as additional insureds with respect to liability arising out of work or operations performed by or on behalf
of CONTRACTOR including materials, parts, or equipment furnished in connection with such work or operations.
The coverage shall contain no special limitations on the scope of its protection afforded to the above-listed insureds.
For any claims related to this Contract, CONTRACTOR!s insurance coverage shall be primary insurance with
respects to METRO, its officers, officials, employees, and volunteers. Any insurance or self-insuiance programs.
covermg METRO, its officials, officers, employees, and volunteers shall be in excess of CONTRACTOR‘

insurance and shall not contribute with it. )
Automotive Llablllty insurance shall include vehicles owned, hired, and/or non-owneéd. Said insurance shall include
coverage for loading and unloading hazards. Insurance shall contain or be endorsed to contain a provision that
includes METRO, its officials, officers, employees, and volunteers as additional insureds with respect to liability
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arising out of automobiles owned, leased, hired, or borrowed by or on behalf of CONTRACTOR.

CONTRACTOR shall maintain Workers' Compensation insurance (if applicable) with statutory limits as reqmred by
the State of Tennessee or other applicable laws and Employers' Liability insurance. CONTRACTOR shall require
each of its subcontractors to provide Workers' Compensation for all of the latter's employees to be engaged in such
work unless such employees are covered by CONTRACTOR's Workers' Compensation insurance coverage.

7.9. Other Insurance Reguirements

Prior to commencement of services, CONTRACTOR shall furnish ME‘I‘RO with original certificates and
amendatory endorsements effecting coverage required by this section and provide that such insurance shall not be
cancelled, allowed to expire, or be materially reduced in coverage except on 30 days' prior written notice to:

DEPARTMENT OF LAW

INSURANCE AND RISK MANAGEMENT

METROPOLITAN COURTHOUSE, SUITE 108

PO BOX 196300 ~

NASHVILLE TN 37219-6300
Provide cemﬂed 00[3165 of endorsements and policies if requested by METRO in lieu of or in addition to certificates
of insurance.
Replace certificates, policies, and/or endorsements for any such insurance expiring prior to completion of services: .
Maintain such insurance from the time services commence until services are completed. Failure to maintain or
renew coverage and to provide evidence of renewal may be treated by METRO as a material.breach of this Contract.

Said insurance shall be with an insurer licensed to do business in Tennessee and having A.M. Best Company ratings
of no less than A-. Modification of this standard may be considered upon appeal to the METRO Director of Risk
Management Services.

Require all subcontractors to maintain durmg the term of this- Contract, Commercial General Liability insurance,
Business Automobile Liability insurance, and Worker's Compensation/ Employers Liability insurance (unless
subcontractor's employees are covered by CONTRACTOR's insurance) in the same manner as specified for
CONTRACTOR. CONTRACTOR shall require subcontractor's to have all neccssary insurance and maintain the
subcontractor's certificates of insurance.

Any deductibles and/or self-insured retentions greater than $10,000.00 must be dlsclosed to and approved by
METRO prior to the commencement of services.

If CONTRACTOR has or obtains primary and excess policy(ies), there shall be no gap between the limits of the
primary pohcy and the deductible features of the excess policies.

8. GENERAL TERMS AND CONDITIONS . ;

8.1. Taxes

METRO shall not be responsible for any taxes that are imposed on CONTRACTOR. Furthermore, CONTRACTOR
understands that it cannot claim exemption from taxes by virtue of any exemption that is provided to METRO.
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8.2. Warranty

CONTRACTOR warrants that for a period of one year from date of delivery and/or installation, whichever is later,
the goods provided, including software, shall be free of any defects that interfere with or prohibit' the use of the
goods for the purposes for which they were obtained.

During the warranty period, METRO may, at its option, request that CONTRACTOR repalr or replace any defective
goods, by written notice to CONTRACTOR. In that event, CONTRACTOR shall repair or.réplace the defective.
goods, as required by METRO, at CONTRACTOR's expense, within thirty (30) days of written notice.
Alternatively, METRO may return the defective goods, at CONTRACTOR's expense, for a full refund. Exercise of
gither option shall not relieve CONTRACTOR of any liability to METRO for dama,ges sustained by virtue of
CONTRACTOR's breach of warranty. .

8.3. Software License

CONTRACTOR warrants and represents that it is the owner of or otherwise has the right to and does hereby grant
METRO a license to use any software provided for the purposes for which the software was obtained or proprietary.
material set forth in METRO's solicitation and/or CONTRACTOR's response to the solicitation.-

8.4. Confidentiality

Tennessee Code Annotated §10-7-504(i) specifies that information which would allow a person to obtain
unauthorized access to confidential information or to government property shall be maintained as confidential.
Government property” includes electronic information processing systems, telecommunication.systems, or other .
communications systems of a governmental ent:ty subject to this chapter. Such records include: (A) Plans, secutity
codes, passwords, combinations, or computer programs used to protect electronic information and government .
property; (B) Information that would identify those areas of structural or operational vulnerability. that would permit
unlawful disruption to, or interference with, the services prowded by a governmental entity; and (C) Information .
that could be used to disrupt, interfere with, or gain unauthorized access to electronic information or government'
property:

The foregoing listing is not intended to be comprehensive, and any information which METRO marks or otherwme
designates as anything other than "Public Information" will be deemed and treated as sensitive information, which is
defined as any information not specifically labeled as "Public Information". Information which qualifies as "
sensitive information" may be presented in oral, written, graphic, and/or machine-readable formats: Regardless of
presentation format, such information will be deemed and treated as sensitive information. .

CONTRACTOR, and its Agents, for METRO, may have access-to sensitive information. CON'IRACTOR and its
Agents, are required to maintain such information in a manner appropriate to its level of sensitivity. All sensitive
information must be secured at all times including, but not limited to, the secured destruction of any written or
electronic information no longer needed. The unauthorized access, modification, deletion, or disclosure of any
METRO information may compromise the integrity and security of METRO, v1o]ate md1v1dual rights of privacy,
and/or constitute a criminal act.

Upon the request of METRO, CONTRACTOR shall return all information in whatever form In the event of any
disclosure or threatened disclosure of METRO information, METRO is further authorized and entitled to
immediately seek and obtain injunctive or other similar relief against CONTRACTOR, including but not limited to
emergency and ex parte relief where available. .
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8.5, Information Ownershlp

All METRO information is and shall be the sole property of METRO. CONTRACTOR hereby waives any and all
statutory and common law liens it may now or heréafter have with respect to METRO information. Nothing in this .
Contract or any other agreement between METRO and CONTRACTOR shall operate as an obstacle to such -
METRO's right to retrieve any and all METRO information from CONTRACTOR or its agents or to retrieve such
information or place such information with a third party for provision of services to METRO, including without
limitation, any outstanding payments, overdue payments and/or disputes, pending legal action, or arbitration. Upon
METRO's request, CONTRACTOR shall supply METRO with an inventory of METRO- mformatlon that .
CONTRACTOR stores and/or backs up.

8.6. Information Security Breach Notification

In addition to the notification requirements in any Business Associate Agreement with METRO, when applicable,
CONTRACTOR shall notify METRO of any data breach within 24 hours of CONTRACTOR's knowledge or
-reasonable belief (whichever is earlier) that such breach has occurred ("Breach Notice') by contacting the METRO
* ITS Help Desk. The Breach Notice should describe the nature of the breach, the.scope of the information :
compromised, the date the breach occurred, and the identities of the individuals affected or potentially affected by
the breach as well as specific information about the data compromised so that METRO can properly notify those
individuals whose information was compromised. CONTRACTOR shall periodically update the information
contained in the Breach Notice to METRO and reasonably cooperate with MZETRO in connection thh ME’I‘RO s
efforts to mltlgate the damage or harm of such breach. .

8. ’7 Virus Representatlon and Warranty

" CONTRACTOR represents and warrants that Products and/or Services, or any miedia upon which the Products
and/or Services are stored, do not have; nor shall CONTRACTOR or its Agents otherwise infroduce into METRO's
‘'systems, nétworlk, or infrastructure, any type of software routines or element which is designed to or capable of -
unauthorized access to or intrusion upon, disabling, deactivating, deleting, or otherwise damaging or interfering with
any system, equipment, software, data, or the METRO network. In the event of a breach of this representation and
warranty, CONTRACTOR shall compensate METRO for any and all harm, injury, damages, costs, and expenses
incurred by METRO resulting from the breach.

For CONTRACTOR managed systems, CONTRACTOR shall install and maintain ICSA Labs certified or AV-Test
approved Antivirus Software and, to the extent possible, use real time protection features. CONTRACTOR shall
maintain the Anti-virus Software in accordance with the Antivirus Software provider's recommended practices. In
addition, CONTRACTOR shall ensure that: ‘

+  Anti-virus Software checks for new Anti-virus signatures no less than once per day, and;

«  Anti-virus signatures are current and no less recent than two versions/releases behind the most current
version/release of the Anti-virus signatures for the Anti-virus Software. : . A

8.8. Copyright, Trademark, Service Mark, or Patent Infringement

CONTRACTOR shall, at its own expense, be entitled to and shall have the duty to defend any suit that may be
brought against METRO to the extent that it is based on a claim that the products or services furnished infringe a
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Copyright, Trademark, Service Mark, or Patent. CONTRACTOR shall further indemnify and hold harmless .
METRO against any award of damages and costs made against METRO by a final judgment of a court of last resort
in any such suit. METRO shall provide CONTRACTOR immediate notice in writing of the existence of such claim,
“and full right and opportunity to conduct the defense thereof, together with all available information and reasonable
cooperation; assistance and authority to enable CONTRACTOR to do so. No costs or expenses shall be incurred for
the account of CONTRACTOR without its written consent. METRO reserves the right to participate in the defense
of any such action. CONTRACTOR shall have the right to enter into negotiations for and the right to effect
settlement or compromise of any such action, but no such settlement or compromise shall be binding upon METRO -
unless approved by the METRO Department of Law Settlement Committee and, where required, the METRO
Council. . . ’ :
If the products or services furnished under this Contract are likely to, or do become, the subject of such a claim of
infringement, then without diminishing CONTRACTOR's obligation to satisfy the final award, CONTRACTOR
may at its option and expense: .

«  Procure for METRO the right to continue using the products or services ) ..
+  Replace or modify the alleged infringing products or services with other equally suitable products o
services that are satisfactory to METRO, so that they become non-infringing
+  Remove the products or discontinue the services and cancel any future charges pertaining thereto
Provided; however, that CONTRACTOR will not exercise the Remove option above until CONTRACTOR and
METRO have determined that the Procure and/or Replace options are impractical. CONTRACTOR shall have no
liability to METRO; however, if any such.infringement or claim thereof is based upon or arises out of:

«  The use of the products or services in combination with apparatus or devices not supplied or else approved -
by CONTRACTOR;

+  The use of the products or services in a manner for which the products or services were neither designated
nor contemplated; or, L _ :

+  The claimed infringement in which METRO has any direct or indirect interest by license or otherwise,
separate from that granted herein. - .

8.9. Maintenance of Records

CONTRACTOR shall maintain documentation for all charges against METRO. The books, records, and documents
of CONTRACTOR, insofar as they relate to work performed or money received under this Contract, shall be
maintained for a period of three (3) full years from the date of final payment and will be subject to audit, at any
reasonable time and upon reasonable notice by METRO or its duly appointed representatives. The records shall be -

" maintained in accordance with generally accepted accounting principles. In the event of litigation, working papers
and other documents shall be produced in accordance with applicable laws and/or rules of discovery. Breach of the
provisions of this paragraph is a material breach of this Contract.

All documents and supporting materials related in any manner whatsoever to this Contract or any designated portion -
thereof, which are in the possession of CONTRACTOR or any subcontractor or subconsultant shall be made
available to METRO for inspection and copying upon written request from METRO. Said documents shall also be
madp available for inspection and/or copying by any state, federal or other regulatory authority, upon request from
METRO. Said records include, but are not limited to, all drawings, plans, specifications, submittals, .
correspondence, minutes, memoranda, tape recordings, videos, or other writings or things which document the , . -
‘procurement and/or performance of this Contract. Said records expressly include those documents reflecting the .
cost, including all subcontractors' records and payroll records of CONTRACTOR and subcontractors. o

4
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8.10. Monitoring

CONTRACTOR's activities conducted and records maintained pursuant to this Contract shall be subject to
monitoring and evaluation by METRO, the Department of Finance, the Division of Intemal Audit, or their duly
appointed representatives.

METRO shall have the option of reviewing and performing a security assessment of the information security
management practices of CONTRACTOR. METRO shall have the right, at its expense, during normal business
hours and with reasonable advance notice, to evaluate, test, and review at CONTRACTOR's premises the Products
and/or Services to ensure compliance with the terms and conditions of this Contract. METRO shall have the right to
conduct such audits by use of its own employees and internal audit-staff, or by use of outside consultants and
auditors.

8.11. METRO Property

Any METRO property, including but not limited to books, records, and equipment that is in CONTRACTORs
possession shall be maintained by CONTRACTOR in good condition and repair, and shall be returned to METRO
by CONTRACTOR upon termination of this Contract. All goods, documents, records, and other work product and
property produced during the performance of this Contract are deemed to be METRO property. METRO property

includes, but is not limited to, all documents which make up this Contract; ali other documents furnished by
METRO; all conceptual drawings, design documents, closeout documents, and other submittals by

- CONTRACTOR; and, all other origihal works of authorship, whether created by METRO or CONTR.ACTOR
embodied in any tangible medium of expression, including, without limitation, p1ctor1a1 graphlc sculptural works,
two (2) dimensional works, and three (3) dimensional works. :

Except as to Contracts involving sensitive information, CONTRACTOR may keep one (1) copy of the
aforementioned documents upon completion of this Contract; provided, however,.that in no event shall
CONTRACTOR use, or permit to be used, any portion of the documents on other projects without METRO's prior
written authorization. CONTRACTOR shall maintain sensitive information securely and if required by METRO,

. provide secured destruction of said information. Distribution and/or rcproductton of METRO sensitive information
outside of the intended and approved tse are strictly prohibited unless permission in writing is first received ffom
the METRO Chief Information Security Officer. The storage of METRO sensitive information to third-party hosted
network storage areas, such as Microsoft Skydnve Google Docs, Dropbox, or other cloud storage mechanisms,
shall not be allowed without first receiving permission in writing from the METRO Chlef Information Security
Officer .

'

© 8.12. Modification of Contract

This Contract may be modified only by written amendment executed by all parties and their signatories hereto. All
change orders, where required, shall be executed in conformance with section 4.24.020 of the Metropolitan Code of
Laws. .

8.13. Partnership/Joint Venture

‘This Contract shall not in any way. be construed or intended to create a partnership or joint venture between the
Parties or to create the. relatlonshlp of principal and agent between or among any of the Parties. None of the Parties
hereto shall hold itself out in a manner contrary to the terms of this paragraph. No Party shall become liable for any
representation, act, or omission of any other Party contrary to the terms of this Contract. -
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8.14. Waiver - A T

No waiver of any provision of this Contract shall affect the right of any Party to enforce such prov151on orto:
exercise any rlght or remedy available to it.

~ 8.15. Employment

CONTRACTOR shall not subscribe to any personnel policy which permits or allows for the promotion, demotion,

ernployment dismissal or laying off of any individual due to race, creed, color, national origin, age, sex, or which is

in violation of applicable laws concerning the employment of individuals with disabilities. .

CONTRACTOR shall not knowingly employ, permit, dispatch, subcontract, or instruct any person who is an

undocumented and/or unlawful worker to perform work in whole or part under the terms of this Contract.

Violation of either of these contract provisions may result in susperision or debarment if not resoived in a tlmely
_manner, not to exceed mnety (90) days, to the satisfaction of METRO.

8.16. Compllance with Laws
CONTRACTOR agrees to comply with all applicable federal, state and local laws and regulatlons

8.17. Iran Dlvestment Act

In accordance with the-Tran Divestment Act, Tennessee Code Annotated § 12-12-101 et seq., CONTRACTOR
certifies that to the best of its knowledge and belief, neither CONTRACTOR nor any of its subcontractors are on
the list created pursuant to Tennessee Code Annotated § 12-12-106. Mlsrepresentatlon may result in civi] and
criminal sanctions, including contract termination, debarment, or suspension from bemg a coutractor or -
subcontractor under METRO contracts. A :

8.18. Taxes and Licensure

CONTRACTOR shall have all applicable licenses and be current on its payment of alI apphcable gross receipt taxes
and pefsonal property taxes.

8 19, Ethical Standards

CONTRACTOR hereby represents that CONTRACTOR has not been retairied or retained any persons to solicit or
secure a METRO contract upon an agreement or understanding for a contingent commission, percentage; or
brokerage fee, except for retention of bona fide employees or hona fide established commercial selling agencies for
the purpose of securing business. Breach of the provisions of this paragraph is, in addition to a breach of this
Contract, a breach of efhical standards, which may result in civil or criminal sanction and/or debarment or
suspension from being a contractor or subcontractor under METRO contracts.

‘

Page 11 of 13 -
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8.20. Indemnification and Hold Harmless :

CONTRACTOR shall indemnify and hold harmless METRO, its officers, agents, and employees from:

A. Any claims, damages, costs, and attorney fees for injuries or damages arising, in part or in whole, from the
negligentor intentional acts or omissions of CONTRACTOR, its officers, employees, and/or agents, including its
sub or independent contractors, in connection with the performance of the contract.

B. METRO will not indemnify, defend, or hold harmless in any fashion CONTRACTOR from any claims arising
from any failure, regardless of any language in any attachment or other document that CONTRACTOR may
provide.

C. CONTRACTOR shall pay METRO any expenses incurred as a result of CONTRACTOR‘S failure to fulfill any
0b11gat1on in a professional and timely manner under this Contract.

.8 21. Attorney Fees -

CONTRACTOR agrees that in the event either party takes legal action to enforce any pmwsmn of this Contract or
to obtain a remedy for any breach of this Contract, and in the event METRO prevails in such action,
CONTRACTOR shall pay all expenses of such action incurred at a.uy and all stages of the.litigation, mcludmg costs,
and reasonable attorney fees for METRO. .

8.22. Assignment--Consent Required

The provisions of this Contract shall inure to the benefit of and shall be bmdlng upon the respective successors and
assignees of the parties hereto. Except for the rights of money due to CONTRACTOR under this Contract, neither
this Contract nor any of the nghts and obligations of CONTRACTOR hereunder shall be assigned or transferred in -
whole orin part without the prior written consent of METRO. Any such assignment or transfer shall not release
CONTRACTOR: from its obligations hereunder.

NOTICE OF ASSIGNMENT OF ANY RIGHTS TO MONEY DUE TO. CON'ERACTOR UNDER THIS
CONTRACT MUST BE SENT TO THE ATTENTION OF: ‘ >

METRO'S CHIEF ACCOUNTANT e
DIVISION OF ACCOUNTS

DEPARTMENT OF FINANCE

PO BOX 196300

NASHVILLE, TN 37219-6300

Funds Assignment Requests should contain complete contact information {contact person, organization name, .
address, telephone number, and email) for METRO to use to request any follow up information needed to complete
or investigate the requested funds assignment. To the extent permitted by law, METRO has the discretion to -
approve or deny a Funds Assignment Request. .

8.23. Entire Contract

This Contract sets forth the entire agreement between the parties with respect to the subject matter hereof and shall
govern the respective duties and obligations of the parties. .

Page 12 of 13
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8.24. Force Majeure - ‘

No party shall have any liability to the other hereunder by reason of any delay or failure to perform any obligation or
covenant if the delay or failure to perform is occasioned by force majeure, meaning any act of God, storm, fire,
casualty, unanticipated work stoppage, strike, lockout, labor dispute, civil disturbance; riot, war, national
emergency, act of Government, act of public enemy, or other cause of similar or dxssnmlar nature beyond its coritrol.

8.25. Governing Law

The validity, construction, and effect of this Contract and any and all extensions and/or modifications thereof shall
be governed by the laws of the State of Tennessee. Tennessee lawshall govem regardless of any language in any
attachment or other document that CONTRACTOR may provide.

8.26. Venue

Any actlon between the Parties arlsmg from this Contract shall be malntalned in the courts of Davidson County,
Tennessee R

8.27. Severability .
Should any provision of this Contract be declared to be invalid by any court of competent jurisdiction, such
provision shall be severed and shall not affect the validity of the remaining provisions of this Contract.

[BALANCE OF PAGE IS INTENTIONALLY LEFT BLANK]
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Notices and Designation of Agent for Service of Process
All notices to METRO shall be mailed or hand delivered to:
PURCHASING AGENT |
PROCUREMENT DIVISION

- DEPARTMENT OF FINANCE
PO BOX 196300
NASHVILLE, TN 37219-6300

Notices to CONTRACTOR shall be mailed or hand delivered to:

CONTRACTOR:  Benchmark Analiftics

Attention: ~ Ron Huberman

Address: 1801 W. Belle Plaine Avenue Suite 209
Telephone: 31 2_237-3395

Fax: . 888-40bench

E-mail: ron.huberman@benchmarkaqlaytids.com

CONTRACTOR designates the following as the CONTRACTOR's agent for service of process and will waive any

objection to service of process if process is served upon this agent:
Designated Agent:  Ron Huberman
Atftention:  Ron Huberman

Address: 1801 W. Belle Plaine Ave Chicago IL. 60613

[SPACE INTENTIONALLY LEFT BLANK]

Contract Notice and Agent Page
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432769
Contract Number

This contract shall not be binding upon the parties until it has been fully electronically approved by.the supplier, the

anthorized representatives of the Metropolitan Government, and filed in the office of the Metropolitan Clerk.

THE METROPOLITAN GOVERNMENT OF
NASHVILLE AND DAVIDSON COUNTY

APPROVED AS TO PROJECT SCOPE:

CONTRACTOR

S\‘uu, ﬂwa SM Benchmark Analytics
Dept. / Agency-/ Comu, Head or Board Chair. Dept Fin. | Company Name
APPROVED AS TO COMPLIANCE WITH Ko Prudstrmain

PROCUREMENT CODE: Signature of Company’s Contracting Officer
Midielle 4. fomandes [t TRT" | Ron Huberman
Purchasing Agent Purchasing | Officer’s Name
CEO
APPROVED AS TO AVAILABILITY OF FUNDS: Officer’s Title

Pulia [mage B dural AN s
Director of Finance OMB BA
PROVED AS TQ FORM GALITY:
QRO
Insurance

Metropolitan Aﬁn}@ N

FILED BY THE METROPOLITAN CLERK:

Metropolitan Cletk Date

Contract Signature Page
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Exhibit A Pré)posal & Pricing

Proposal to Metro Nésh‘ville.
Police Department
September 4, 2018
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Matthew Morley
Quality Assurance Manager ‘
Metropolitan Nashville Police Department & : '

Dear Matt:

Thank you for the opportunity to submit a proposal to the Metropolitan Nashville Police
Department, in order to help support your department's early intervention efforts. We are
confident that Benchmark Analytics’ can help take your current processes and data capture .
systems to the next level, through the mcorporatlon of our sophlstlcated analytics
methodology

More details on each option is provided in this proposal; our intent in providing two paths is to
allow you and youf management team to compare costs, functionality and implementation
specifics in order to fully understand the value derived from both options so that'you can make
the decision that makes the most sense for Nashville. :

| would appreciate the chance to walk you through this proposal in detail, so that we can
answer any questions and provide further clarification on any of the. information. I will reach cut
to your office to schedule some time to speak.in the coming days. In the meantime, | hope you
will reach out to me directly on my cell phone (312—287~3895) if you have any questlons or
reqwre further information at this time.

Thank you for your consideration and we look forward to the next conversation.

Best,

Ron Huberman

CEO
Cell: 312-287-3895
htto: benchmar analytics.com

ron.huberman@benchmarkanalytics.com
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Introduction

Benchmark Analytics™ was founded by a group of dedicated professionals who
have years of experience in policing and because we've worn the badge, we
know how important it is to uphold its honor. We also understand the power of
data and analytics in advancing talent management and administration — we
have a proven track record developing groundbreaking data-driven platforms

“that are founded in research and fueled by high-level, evidence-based analytics.

Our single-source, software-enabled platform closes the current knowledge
gaps in the marketplace by providing a single source of the-truth for all data
associated with managing a police department’s human capital, and provides a
holistic, low-risk management system with early indicators designed to:
« Recognize, reward and retain officers exhibiting standout police work -
with a fast-track plan of action for advancement, and
« Identify officers exhibiting problematic behavior and flag areas in
need of improvement — and provide them with a corrective action
plan to get them back on track. : N

Along with our consortia of esteemed research partners, highly regarded .
policing thought leaders and world-class technology developers, we are proud
to present this Benchmark Analytics proposal for your consideration.

First Sign Risk Management System

Building on the existing data management systems that your department uses
today to track key officer data, and in concert with the University of Chicago,
Benchmark’s First Sign system provides an integrated and ever-evolving, -
predictive engine designed to create actionable insight into your sworn
workforce.

Specifically, First Sign relies on over twenty-five critical data-variables across 7
Categories to provide this insight, as demonstrated below:
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« Declination to prosecute based upon the

» Training history, Including firearm qualification
credibility o constitutional viclation by officer -

and other weapen certlfications
-+ Disciplinary action taken against officer

+ Non-disciplinary comective action
required of officer

+ Awards and commendalions
recelved by employass

+ Citizens' letters of recagnition
* + Mandatory counseling sessions
« Line of duty Injuries

» All uses of forca incidents Inclucing
* frearms, on-duty and off-duty

« ECW discharges
= Canina cificér's canine bites
+ Féreols used and a sublectis

charged with obstructing ar
resisting an officer

= All loss or theft of Agancy property

» Sick leave usage or equipment in the custody of

1he smployee
» Missed court appearance = All injuries to persens [n-custody,
_ * Other supenvisor observations. includleg h—cus!fxdy dealha
oF concems = Criminal investigations /
arrests of efficer

« All Interviews er interregations
In violation of Agency policy
warrantless sgarches

+ Civil or administrative complaints/civil
Tawsits arjsing from official dutles .

« All Judicial proceedings where an officer Is
the subject of a protective or restraining order |

-+ Stop data cellection . .

+ All vehicla pursuits, traffic coliisions and traffic viclations:
+ Traliic stops

+ Die i charges (ex; disorderly conduct)

Figure 1. First Sign Data Categories

First Sign instantly analyzes cumulative officer data and graphically displays
indicators for those police officers successfully on track — and, importantly, early . -
detection of off-track behavior before it becomes a real problem for officer
performance and growth.

That said, we understand that intervention baséd-upon simple triggers is not the
right strategy: context and patterns of problematic behavior are what matter . ...
and what make our system better. Furthermore, once in place, First

Sign becomes a dynamic, data-driven risk management tool that gets smarter
and more efficient over time. : \

- First Sign provides a rich suite of dashboards and reporting that help translate
complicated analytics into actionable steps your department can take to
positively impact conduct.
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o S Jm' All uses of force Incideats Indluding firezrms, or-duty and ot ! i3 05 E 3 ’ S o
. :". 2, ECWdischirges ‘ o : - E g - i '
OFFICER "i 3. Canine officer’s canine bites M i . .
. JOE SMITH ;, 4, Aﬂin]urlestopevswln—wslody.h_\duéing In-m;ludydemhs ? : 3 g :
. I:; 5. Farcels used and a subject Is chargad with obstructing or resisting an officer ' i ;
. 1‘:6. Line of duty Injurles T Q . %
¥ 7. Stepdata collection . N 1.,
g; 8, Criminalinvestigations /amests of cfficer 3 ,'} ;
3 9, Guloradminsrthe complsnes!cl lawsuitsasing from oficil duies t i o
i} 10, All judicial proceedings where an officer Is the subject of a protective or restraining order- 3! v f LR R
is 1. Allvehicle pursuits, nafic collisions and traffic viclatinss i g i .
\ 12. All loss or theft of Agency property or equipment In the custody of the empleyze i-li 3 ' {1
RREY Interviews er Intetrogations In violation of Agency pelicy N . . - .
:; 122 Dedina&ualnprmxculeha_sedupnnlée aedib'\l'rtyur:unsﬂtu:lanalvinlat‘mnbyéf'ﬁnel 3 E.i .: A
i 15. Disciplinary action taken against officer ‘e : . ' " f
16. Non-dlsciplinary comective action requlred of officer o E } - i
‘, 17, Awatds and i ived by emplay . ." .
;' 18. Citizens'letters of recogrition |! ) . ‘i :F N
18, Tralning history, Indluding firearm qualfication: and ather weapon certfications ’ )
* 19. Sick leave usage . é ii - &
i N - .
. 20, Missed court appearance ! s
*1 21, Warranttess searches ﬂ g i
i e k
+, 22 Trafficstops s .
~ * 23, Distretlonary charges (ex disorderly conduct) ,! ?! Eé T '
' " ) .. 24, Mandatory counseling sessions P ) .
: 25, Other supetvisor pbservations or concems J l ;’

Figure 2. Officer Dashboard

IS
o{é}'f;:lﬁ'
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i CRITICAL ACCOUNTABILITY MEASURE
: .Composite Risk Score

Elglble for Eaily
kY : Intesvention Escalation

14-5

) B " .
. Eigilefor lncremental 1 tooe
) Early tntervention Tealning 1% L .

{5 R L NI,

T

doe  Mellssa  Jaff Tom  Jennifer Ed Sarah  Ralph Kim  George  Joan
Smith  Mueller  Jonss Lea Miller Davis Thomas Johnson Brown  Wilson  Murphy

Figure 3. Composite Risk Score

i

Our First Sign analytics platform will integrate seamlessly with Nashville's
existing people management and early intervention systems, such as People
Soft and IAPro. Because of our unique and flexible configurations, we are able
to offer all of these integration services at no additional cost to MNPD.

A top-to-bottom approach, our Blueprint supports the body of standards
developed by public safety practitioners for The Center for Accreditation for Law
Enforcement Agencies (CALEA) — and includes key policing data checkpoints
recommended by the Department of Justice (DOJ) for Early Intervention
Systems.

Once off-track behavior has been identified in First Sign we then facilitate
thoughtful and effective early intervention with C.A.R.E., a first-of-its-kind system
that: ' :
1. Features research-based, analytics-driven case management modules
for officer-specific interventions. ‘
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2. Provides "benchmarks” of best practices proven to be most effective
for different levels of intervention. -
3. Facilitates the planning process with a template of actionable steps,
guidelines, goals, follow-up, etc.

- Ukimately, C.A.R.E. allows supervisors to develop a well thought out,

meaningful plan of action for individual officers to help ensure that no one in
your charge is falling through the cracks.

More specifics on the research base behind First Sign can be found at:
https://dssg.uchicago.edu/wp-content/uploads/2016/04/identifying-police-

officers-3.pdf.

Implementation

Benchmark Analytics is tenacious about |mplementat10n Our team is comprised
of former government practltloners who know all too well that a thoughtful, well-
managed implementation plan and execution is just as important as the.
technology itself. If we are fortunate to win your business, we will assign a.
dedicated project manager to your implementation. '

Integrations

Benchmark Analytics will provide integrations into critical data capture/data
storage systems required for seamless analysis. For your department, these
integrations may include your current human resources system and your current
IAPro internal affairs management tools. These integrations will be built and
supported at no additional cost to Nashville. The reason we provide these

services at no additional cost is that we always want to minimize dual data entry
for end users, and we want the system to provide as much value to you as
possible. Intégrating into data capture systems provides tremendous ease of
use while greatly reducing errors associated with manual re-capture of data. We
have a dedicated team of software specialists who focus on integrations and are
building up a catalog of insight into commonly used applications all the time.
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Training

We will work with your department to develop the nght training methodo[ogy ~

- for your end users. We rely on a train-the-trainer model which provides an on-
. site, multi-day training for key administrators and managers/users who will be

utilizing the system day-to-day. Because we understand that there can be .
turnover at police departments within the administrative functions, we also
provide training refresh to new staff at no additional cost to the department.

Support

" Benchmark Analytics provides customer support th rough a toll-free telephone

number (1-888-44-BENCH) or via e-mail (support@benchmarkanalytics.com) and
will be available Monday through Friday 6:00AM —7:00PM {CST), excludlng all-
federal holidays.

Pricing : S .
The below table provides details on pricing for both Optlons Pricing provmded
in this proposal shall be valid through October 2023.

o

. Pricing
Annual Software License' $84,000?
Integration Fees Unlimited integrations prowded at
o | no additional charge.
Project Management | Included -'no additional charge.
Training Plan included - no additional charge. -
Support - | Included - no additional charge.

1. Pricing assumes a five year contract. Pricing is the same for either an on-
premise or a CJIS-complaint hosted solution, per MNPD’s decision on
which to deploy. Pricing includes unlimited seats for the term of the

" agreement and any renewals.

2. Benchmark reserves the right to.increase the annual subscrlptlon prlce no

more than 4.0 percent per year, over the term of the agreement.
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Other ltems

1.

‘Membership in Research Consortium
As a Benchmark Analytics client, MNPD would also be a member of the
Benchmark research consortium, chaired by University of Ch[cago
professor Rayid Ghani. This membership provides for on-going iteration..
and enhancements to the models and access to best practices and
knowledge transfer from the country’s leading researchers and
practitioners in this area of police early intervention.

Escrow of Source Code .

Benchmark Analytics will maintain a copy of the application source code

with an'escrow agent specializing in software escrows, and shall make this
agent’s information available within 90 days of final deployment of the.
software at the client-site. Benchmark will grant a contingent license for
the client to receive the source code in a machine-readable format from
the escrow agent in the event Benchmark ceases to be in the software .
business. '

Hosting Optlons

Benchmark Analytics provides a software- as-a-service solutlon (SaaS)

version of its application, which is hosted in a CJIS-compliant,. - _ .
commercially-available cloud (currently Amazon Webservices GovCloud):.
Benchmark can also support an on-prerise installation of the application.
Regardless of which hosting option is chosen, MNPD will always retain

ownership of their. own data. : ) N
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SECTION A-1
General Terms and Conditions |

1 Safeguards. In addition to the controls specified in the exhibits to this Agreement, Contractor agrees to implement
administrative, physical, and technical safeguards to protect the availability, confidentiality and integrity of Metropolitan
Government of Nashville and Davison County (Metro Government) Information, information technology assets and services.
All such safeguards shall be in accordance with industry-wide best security practices and commensurate with the importance of
the information being protected, but in no event less protective than those safeguards that Contractor uses to protect its own
information or informatian of similar importance, or is required by applicable federal or state law.

2 lnventory. Contractor agrees to maintain at all times during the Term of this Agreement a Product and Service Inventory.
Contractor shall upon request of Metro Government, which shall be no more frequently than semi-annually, provide the current
Product and Service Inventory to Metro Government within thirty (30) days of the request. :

3 Connection of Systems or Devices to the Metro Government Network. Contractor shall not place any systems or devices on
the Metro Government Network without the prior written permission of the Director of ITS, designee, or the designated Meatro
Government contact for this Agreement.

4  Access Removal. If granted access to Metro Government Network or systems, Contractor and its Agents shall only access those
systems, applications or infarmation which they are expressly authorized by Meatro Government to access, even if the technical
controls in the system or application do not prevent Contractar or its Agent from accessing those informatian or functions
outside of Metro Government’s authorization. Contractor shall impose reasonable sanctions against any Agent who attempts to
bypass security controls. Notwithstanding anything to the contrary in the Purchasing Agreement or ather agreement between |
Metro Governrrient and Contractor, Metro Government at its sole discretion, may refuse granting access right to Metro -

" Government Network or Sensitive Information to any Agent of Contractor; and may at any time remove access rights (whether
physical premise access or system access) from Contractor or any Agents, without prior notice or liability to Contractor, if Metro
Government reasonably suspects a securfty violation by Contractor or such Agent or otherwise deems such action appropnate
to protect Metro Government Infrastructure Metro Government Network or Metro Government Information.

5  Subcontracting/Outsourcing.

5.1. Prior Approval. Without Metro Government’s prior written consent, Contractor may not subcontract with a third party to.
perform any of its obligations to Metro Government which involves access to Metro Government Information or
connection to Metro Government Network. Nor shall Contractor outsource any Contractor infrastructure (physical or.
virtual) which Stores Sensitive Information without such cansent. To obtain Metro Government's consent, Contractor
shall contact the Metro Government ITS department. In addition, Metro Government may- withdraw any prior consent if'
Metro Government reasonably suspect a violation by the subcontractor or outsource provider of this Agreement, or
otherwise deems such withdraw necessary or appropriate to protect Metro Government Network, Metro Government
Infrastructure or Metro Government Information. .

5.2 Subcontractor Confidentiality. Contractor Agents are bound by the same confidentiality obligations set forth in this
Agreement. Contractor or its Agent may not transfer, provide access to or otherwise make available Metro Government
Information to any individual or entity outside of the United States (even within its own organization) without the prior
written consent of Metro Government. To obtain such consent, Contractor shall send Metro Government a notice
detailing the type of Information to be disclosed, the purpose of the disclosure, the recipient’s identification and location, .
and other information required by Metro Government. :

5.3 Contractor Responsibility. Prior to subcontracting or outsourcing any Contractor’s obligations to Metro Government,
Contractor shall enter into a binding agreement with its subcontractor or outsource service provider (“Third Party
Agreement”) which {a) prahibits such third party to further subcontract any of its obligations, {b) contains provisions no .-
less protective ta Metro Government Network, Metro Government Infrastructure and/or Metro Government Information
than those in this Agreement, and (c) expressly provides Metro Government the right to audit such subcontractor or
outsource service provider to the same extent that Metro Government may audit Contractor under this Agreement.
Contractor warrants that the Third Party Agreement will be enforceable by Metro Government in the U.S. against the
subcontractor or outsource provider (e.g., as an intended third party beneficiary under the Third Party Agreement).

MetroISAv1.6
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Without limiting any other rights of Metro Government in this Agreement, Contractor remains fully responsihle and liable
for the acts or omissions of its Agents. In the event of an unauthorized disclosure or use of Sensitive Information by its
Agent, Contractor shall, at its own expense, provide assistance and coaperate fully with Metro Government to mitigate
the damages to Metro Government and prevent further use or disclosure.

Metro iSA v1.6
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EXHIBIT B — ISA TERMS AND CONDITIONS
SECTION A-2

Definitions

Capitalized terms used in the Agreement shall have the meanings set forth in this Exhibit A-2 or in the Metropolitan Government " -
Information Security Glossary, which can be found on the Metropolitan Government of Nashville website . Terms not defined in this
Exhibit A-2 or otherwise in the Agreement shall have standard industry meanings.

1,

“Affiliates” as applied to any particular entity, means those entities, businesses, and facilities that are controlled by, controlling,
or under common control with a stated entity, as well as (with respect to Metro Government) any entity to which Metro
Government and/or any of the foregoing provides information processing services.

"Agent"'means any subcontractor, independent contractor, officer, director, employee, consultant or other representative of
Contractor, whether under oral or written agreement, whether an individual or entity. ,

“Agreement” means this Information Security Agreement, including all applicable exhibits, addendums, and attachments.

“Information Breach” means any actual or suspected unauthorized disclosure or use of, or access to, Metro Government
Information, or actual or suspected loss of Metro Government Information.

“Effective Date” means the date first set forth on page 1 of the Agreement.

“Matro Government Information” means an instance of an information type belonging to Metro Government. - Any
communication or representation of knowledge, such as facts, information, or opinions in any medium or form, including
textual, numerical, graphic, cartographic, narrative or audiovisual, owned by or entrusted to Metro Government,

“Metro Government Infrastructure” means any information technology system, virtual or physical, which is ewned, controlled,
leased, or rented by Metro Government, either residing on or outside of the Metro Government Network., Metro Government -
Infrastructure includes infrastructure obtained from an IAAS provider. or systems that are:provided and located on the Metro -,

Government Network as part of a Service.

“Metro Government Netwaork” means any Wide Area Network {WAN) or Local Area Network (LAN) owned, operated, managed
or controlled hy Metro Government.

“Term” means the periad during which this Agreement is in effect.

Metro ISAv1.6
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EXHIBIT B — ISA TERMS AND CONDITIONS
SECTION AST
Agent Securftf and 'i'raining

Background Check. Contractor shall perfarm a background check which includes a criminal record check on all Agents, who may
have access to Metro Government Information. Contractor shall not allow any Agents to access Metro Government Information
or perform Services under a Purchasing Agreement if Contractor knows or reasonably should know that such Agent has been .
convicted of any felony or has been terminated from employment by any employer or contractor for theﬁ: identity theft,
misappropriation of property, orany other snnllar illegal acts. .

F

Information Security Officer. If Agents will access or handle Metro Government Information, Contractor shall designate an
Information Security Officer, who will be responsible for Contractor information security and compliance with the terms of this
Agreement as it relates to Metro Government information.

Agent Access Control. Contractor shall implement and maintain procedures to ensure that any Agent who accesses Metro
Government Information has appropriate clearance, authorization, and supervision. These procedures must include: :

3.1 Documented authorization and approval for access to applications ar information stores which contain Metro
Government Information; e.g., email from a supervisor approving individual access (note: approver should nat also have
technical rights to grant access to Sensitive Information); documented role-based access model; and any equivalent
process which retains documentation of access approval. : .

3.2 Periodic (no less than annually) reviews of Agent user access rights in all applications or information stores which contain
Sensitive Information. These reviews must ensure that access for all users is up-to-date, appropriate and approved.

3.3 Termination procedures which ensure that Agent’s user accounts are promptly deactivated from applications or

" information stores which contain Sensitive Information when users are terminated or transferred. These procedures
must ensure that accounts are deactivated or deleted na more than 14 business days after voluntary termination, and 24
hours after for cause terminatians. '

3.4 Procedures which ensure that Agehf’s user accounts in applications or information stores which contain LSen_sitive
Information are disabled after a defined period of inactivity, no greater than every 180 days.

3.5 Procedures which ensure that all Agents use unique authentication credentials which are associated with the -Agent’s
identity (for tracking and auditing purposes) when accessing systems which contain Sensitive Information.

3.6 Contractor will maintain record of all Agents who have been granted access to Metro Government Sensitive
Information. Contractor agrees to maintain such recards for the length of the agreement plus 3 years after end of
agreement. Upon request, Contractor will supply Metro Government with the names and login IDs.of ali Agents who had
or have access to Metro Government Information.

Agent Training.

4.1 Contractor shall ensure that any Agent who access applications or information stores which contain Metro Government
Information are adequately trained on the appropriate use and protection of- the information or information and.the
security of the application. Completion of this training must be documented and must occur before Agent may access
any Sensitive Information. This training must include, at a minimum:

4.1.1  Appropriate identification and handling of Metro Government Information
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4.1.2

4.1.3
4.1.4

4.1.5
4.1.6

417

EXHIBIT B —1SA TERMS AND CONDITIONS
41.1.1 Awareness of confidentiality requirements contained in this Agreement;

4.1.1.2 Procedures for encrypting Metro Government Information hefore emalling or transmitting over
an Open Network, if the information classification of the information requires these controls;

41.1.3 Procedures for information storage on media or mobile devices {and encrypting when
necessary).

‘Education about the procedures for recognizing and reporting potential lnformat:on Security lnadents

Education about password maintenance and security (lncludlng instructions not to share passwords);

Education about identifying security events (e.g., phishmg, social engmeenng, suspicious Iogm attempts
and failures);

Education about workstatmn and portable device protection; and

Awareness of sanctions for failing to comply with Contractor security policies and procedures regarding
Sensitive Information.

Periodic remindérs to Agents about the training topics set forth in this section.

4.2 Contractor shall ensure that any Agent who accesses applications or information stores which contain Metro Government:
* Information are adequately trained on the appropriate use and protection of this information. -Completion of this
training must be documented and must occur before Agent may access any Metro Government Information. This training

" must include, at a minimum:

4.21
4.2.2
4.2.3

4.2.4

4.2.5

4.2.6 .

"

Instructions on how to identify Metro Government Information.
Instructions not to discuss ot disclose any Sensitive Information to others, including friends or family.

Instructions not to take media or documents containing Sensitive Information home unless specifically
authorized by Metro Government to do so.

Instructions not to publish, disclose, or send Metro Government Information using personal email, or to
any Internet sites, or through Internet blogs such as Facebook or Twitter.

Instructions not to store Metro Government Information an-any personal media such.as cell phones,
thumb drives, laptops, personal digital assistants (PDAs), unless specifi caIIy authorized by Metro
Government to do so.as part of the Agent’s job. .

' ~

Instructions on how to properly dispose of Metro Government Informatlon or media contammg Metro
Government Information, according to the terms in Exhibit DMH as well as applicable law or regulations.

5 Agent Sanctions. Contractor agrees to deve]op and enforce a documented sanctions policy for Agents whe. |napproprlately
and/or in violation of Contractor’s policies and this Agreement, access, use or maintain applications or information stores which
contain Sensitive Information. These sanctions must be applied consistently and commensurate to the severity of the violation,
regardless of level within management, and including termination from employment or of contract with Contractor.
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EXHIBIT 8 — iISA TERMS AND CONDITICNS
SECTION AV

Protection Against Malicious Software

1 Microsoft Systems on Metro Government Networks. For Products which will be installed on Microsoft Windows Systems
residing on Metro Government Network, Contractor warrants that the Product will operate in conjunction with Metropolitan
Government Antivirus Software, and will use real time protection features. -

2 Non-Microsoft Systems on Metro Government Networks.' For Products installed on non-Microsoft Windows Systems residing
on Metro Government Netwark, Contractor shall allow Metro Government to install Antivirus Software on such Products where -
technically possible. Upon Metro Government's request, Contractor shall provide the requisite information to implement such
Antivirus Software in a manner which will not materially impact the functionality or speed of the Product

~
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EXHIBIT B — 1SA TERMS AND CONDITIONS
SECTION BU

Information Backup, Contingency Planning and Risk Mianagement

Section BU wu!l only apply to contractor in the event that Metro Government, wuth prior written consent of both parties,
determines that the application and any data from Metro government will be hosted by contractor. As contractor is providing,
only the application with updates, contractor has no ability to comply with section BU requirements.

1 General.

1.1 Contractor agrees to backup Metro Government Information which Contractor maintains or Stores. Backup and
restoration procedures and related infrastructure, Including frequency of backup, offsite starage, media lifespan and
media reliability, must be commensurate with the criticality and ava[[ablllty requirement of the Metro Government
Information being backed up.

1.2 Upon Metro Government’s request, Contractor shall supply Metro Government with an inventory of Metro Government
Information that Contractor Stores and/or backed up. \

1.3 Contractor shall periodically, no less often than annually, test backup tapes or media by restoring Metro Government
Information to a system similar to the original system where the Metro Gevernment Information are stored.

1.4 Upon Metro Government’s request, Contractor shall supply copies of Metro Government Information in a format..
requested by Metro Government.

1.5 Contractor shall backup business critical information at a frequency determined by Metro Government business owner.

2 Storage of Backup Media. Contractor shall store archival and hackup media in a secured offsite location. Upon request,
Contractor will promptly notify Metro Government of the physical .address of the offsite location. The backups of the-
information should be stored in a manner commiserate with the security around ‘the information. The backup tapes should be
encrypted if the sensitivity of the information requires that level of security.

3 Disaster Recovery Plan. Contractor will maintain a Disaster Recovery Plan-for all applications or_information stores which
contain business critical Information. This plan will outline the procedures necessary to restore business critical information on
the application or systems in a timely fashion in the case of an emergency or disaster.

4 Emergency Mode Operation Plan. Contractor shall maintain an emergency mode operating plan which ensures that systems or
app]icatiops using or accessing business critical information are operational during an emergency or natural disaster, or are -
made operational after a disaster in a prompt manner, commensurate with the criticality of the information on the system.

5 Testing and Revision Procedure. Contractor agrees to test, at least annually, Contractor Disaster Recovery Plan and emergency
made operations plan and maintain a documented procedure for such testing. Contractor shall document the results and
findings from such testing and revise the plan accordingly.

6 Risk Management Reqmrements. Contractor shall implement internal risk management practices to ensure the confi dent[ahty,
integrity and availability of Metro Government Information. These practices will be no-less secure than the ones used by
Contractor to protect Contractor's own Sensitive Information or information of comparable sensitivity. .
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C 2

EXHIBIT B — ISA TERMS AND CONDITIONS

SECTION DEV

Development

Source Code License/Source Code Escrow. Source code is to be provided to either Metro Government or an escrow agent as a
deliverable of any software development project or any other projects which requires code to be created as a deliverable and
after any updates to code. CONTRACTOR must provide proof that all source code provided to Metro Government or to escrow
agent is complete, up to date and includes all compenents necessary to function in production environment. Said source code
shall be considered the Confidential Information of CONTRACTOR or its successor and Metro Government may- only use, copy. .
and/or m‘odify the source code consisten't with the purposes of this agreement.

11

1.2

Source Code License. CONTRACTOR agrees to provide Metro Government a source code license and will provide, as part
of deliverable, source code that is developed as part of this contract, including any cuStomizations.- Source code to be
provided in an agreed upon media/process and will be provided within 30 days after any updates. Any third party
libraries used in the development of the software will also be included. Documentation provided must be sufficient fora
developer versed in the applicable programming language to fully understand source code.

Source Code Escrow. - In the event that (i) CONTRACTOR becomes insolvent or bankrupt, (i) CONTRACTOR makes-an
assignment for the benefit of creditors, {iii) CONTRACTOR consents to a trustee or receiver appointment, (iv) a trustee or
receiver is appointed for CONTRACTOR or for a substantial part of its property without its consent, (v) CONTRACTOR

voluntarily initiates bankruptcy, insolvency, or reorganization proceedings, or is the subject of involuntary bankruptcy,

insolvency, or reorganization proceedings, or (vi) CONTRACTOR announces that it has entered into an agreement to be
acquired by a then named Competitor, then CONTRACTOR will negotiate in good faith to enter into a source code escrow
agreement with a mutually agreed source code escrow company setting forth source code escrow deposit procedures
and source code release procedures relating to the software provided as part of this contract. Notwithstanding the
foregoing, the escrow instructions shall provide for a release of the source code to Metro Government only upon the
occurrénce of (a) the filing of a Chapter 7 bankruptcy petition by CONTRACTOR, or a petition hy CONTRACTOR to convert
a Chapter 11 filing to-a Chapter 7 filing; (b) the cessation of business operations by CONTRACTOR; ar {c) the failure on the
part of CONTRACTOR to comply with its contractual obligations to Metro Government to comply with its maintenance
and support obligations for a period of more than thirty (30} days after it has received written notice of said breach. In
the event of a release of source code pursuant to this section, said source code shall continue to be the Confidential -
Information of CONTRACTOR or its successor in interest In the event of a release of source code ta Metra Government
from escrow, Metro Government may only use, copy and/or modify the source-code consistent with'the purposes of this
agreement (ot have a contractor who has agreed in writing to confidentiality provisions as restrictive as those set forth in
this Agreement do so on its behalf).

Mobhile Applications Security. To the degree that CONTRACTOR develops a mobile application, CONTRACTOR shall have the

ability/expertise to develop secure mobile applications. Specifically, an awareness of secure mobile application development
standards, such as OWASP’s Mobile Security project. Development should be able to meet at a minimum OWASP’s MASVS—Ll
security standard ar a similar set of basellne security standards as agreed upon by Metro Government.
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EXHIBIT B — ISA TERMS AND CONDITIONS
SECTION DMH

Device and Storage Media Handling

1 Portable Media Contrals. Contractor (including its Agents) shall only store Metro Government Information on portable device
or media when expressly authorized by Metro Government to do so. When Contractor stores Metro Government Sensitive

Information or on portable device or media, Contractor shall employ the following safeguards:
. . .o N

1.1 Access to the device or media shall require a password er authentication;
1.2 The device or media shall be encrypted using Strong Encryption;
. 1.3 The workstation or portable device or media containing Metro Government Information must be clearly identified or

labeled in such a way that it can be dlstmgmshed from other media or device which is not used to store Sensitive
Information.

1.4 The device or.media must be accounted for by a system or process which tracks the movements, of all devices or media
which contain Metro Government Information. S

2 Media Disposal.

2.1 Contractor shall only dispose of ‘media containing Metro Government Information when authorized by Metro
Government.

2.2 Contractor shall dispose of any media which stores Metro Government Information in accordance with media sanitization
guidelines for media destruction as described in NIST document NIST SP800-88: Guidelines for Media Sanitization. The -

Guidelines are currenﬂy avai!able at httg:ﬂcsrc.nist.gov[gublications{PubsSPs.-html

2.3 Upon Metro Government request, Contractor shall promptly provide written certification that media has been properly
destroyed in accordance with this Agreement : -

2.4 Contractor may not transport or ship media containing Metro Government Information unless the media is Encrypted-

using Strong Encryption, or the information on the media has been sanitized through complete information overwrite (at . V

least three passes); or media destruction through shredding, pulverizing, or drilling holes (e.g. breaking the hard drive
‘platters).

3 Media Re-Use.

3.1 Contractor shall not donate, sell, or reallocate any media which stores Metro Government Information to any third party,
unless explicitly authorized by Metro Government. : . .

3.2 Contractor shall sanitize media which stores Metro Government Information befare reuse by Contractor within the
Contractor facility.
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EXHIBIT B — ISA TERMS AND CONDITIONS
SECTION ENC
Encryption and Transmission of Information
1 Contractor shall Encrypt Metro Government Sensitive Information whenever transmitted over the Internet or any.untrusted
network’ using Strong -Encryption. Encryption of Sensitive Information within the Metro Government Network, or within

Contractor’s physically secured, private information center network, is optional but recommended.

-2 Contractor shall Encrypt Metro Government Authentication Credentials whlle -at rest or during transmission using Strong
"Encryption.

1.

3 Contractor shall Encrypt, using Strong Encryption, all Sensitive Information that is stared in a location which is accessible from
Open Networks

4  If information files are to be exchanged with Contractor, Contractor shall support exchanging files in at least-one of the Strongly
Encrypted file formats, e.g., Encrypted ZIP File or PGP/GPG Encrypted File.

5 Al other forms of Encryption and secure hashing must be approved by Metro Government.
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EXHIBIT B — ISA TERVIS AND CONDI|TIONS
SECTION IR

Incident Response

1 |Incident Reporting. Contractor shall report any Information Security Incident of ‘which it becomes aware, or failure of any.
technical or procedural contrals, which has or had a potential to affect Metro Government Network, Metro Government
Infrastructure or Metro Government Information to Metro Government and according to the following timeline and progedure: .

11

1.2

Contractor shall promptly report to Metro Government any successful [nformation Security Incident {with or without
actual harm to system or information) within 24 hours of becoming aware of the incident. At a minimum, such report
shall contain: {a) date and time when the Information Security Incident occurred; (b) the date and time when such
incident was discovered by Contractaor; (b) identification of the systems, programs, networks and/or Metro Government
Information affected by such incident; (c) preliminary impact analysis; (d) description and the scope of the incident; and
{e) any mitigation steps taken by Contractor However, if Contractor is experiencing or has experienced a Information
Breach or a successful Information Security Incident to systems that host or Store Sensitive Information or an Information
Security Incident that is causing or has caused material disruption to the functionality or operation of Contractar systems -
or damage to Contractor hardware, software or information, including a successful attack by Malicious Software,
Contractor shall report such security breach or incident to Metro Government hoth to the TS Help Desk at (615) 862~
HELP and to the Metro Government department within 24 hours from Contractor's reasonable awareness of such
security breach or incident.

Contractor shall document any attempted but unsuccessful Information Security Incident of which it becomes aware and
report to Metro Government upon its request. The frequency, content, and format of such report will be mutually
agreed upon by the parties. - :

2 Incident Response.

2.1

2.2

Contractor shall have a documented procedure for promptly ‘responding to an Information Security Incidents and

- Information Breach that complies with applicable law and shall fallow such procedure in case of an incident. Contractor

shall have clear roles defined and communicated within its organization for effective internal incidence response.

Contractor shall designate a contact person for Metro Government to contact in the event of an Information Security
Incident. This contact person should possess the requisite autharity and knowledge to: (i)-act as a liaison to
communicate between Contractor and Metro Government regarding the incident (including providing information
requested by Metro Government); (i) perform the reporting obligations of Contractor under this exhibit; and {iit) develop
a mitigation strategy to remedy or mitigate any damage to Metro Government Network, Metro Government
Infrastructure, Metro Government Information or the Product or Service provided to Metro Government that may result
from the Information Security Incident. : :
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EXHIBIT B — ISA TERMS AND CONDITIONS
SECTION LOG

Audit Logs

-This Section only applies to Contractor’s application.

1

Audit Log Information. .The Product or Service will provide user activity Audit Log'information'. Audit Log entries must be
generated for the following general classifications of events: login/logout (success and failure); failed attempts to access system
resources (files, directories, information bases, services, etc.); system -configuration changes; security profile changes
{permission chianges, sectrity group membership); changes to user privileges; actions that-require administrative autharity -
(running privileged commands, running commands as another user, starting or stopping services, etc.); and remote.control
sessions (session established, login, logout, end session, etc.). Each.Audit Log entry must include the following information
about the logged event: date and time of event; type of event; event description; user associated with event; and network -
identifiers (IP address, MAC Address, etc.) or logical identifiers (system name,-part, etc.). |

Audit Log Integrity. Contractor shall implement and maintain controls to protect the. confidentiality, availability and integrity of
Audit Logs. .

User Access Audit. Upon Metro Government’s request, Centractor shall prowde Aud[t Logs of Metro Government's users of the
Product or Service to Metro Government. :

Audit Log Feed. Upon request, Contractor shall implement a regular, but in no event less than daily, automated Audit Log feed
via a secured, persistent connection to Metro Government Network so that -Metro Government may monitor or archive Audit
Log mformat[on relating to Metro Government’s users on Metro Government systems.

Audit Log Availability. S

5.1 Contractor shall ensure that Audit Logs for the Product or Service far the past' 90 days are readily accessible online. .

5.2 If for technical reasons ar due to an Information Security Incident, the online Audit Logs are not accessible by Metro
Government or no longer trustworthy for any reason; Contractor shall provide to Metro -Government trusted Audit Log
information for the past 90 days within 2 business days from Metro Government's request.

5.3 Contractor shall provide or otherwise make available to Metro Government Audit Log information which are 91 days or.
older w1th|n 14 days from Metro Government’s request. \

)
5.4 Contractor shall make all archived Audit Logs available to Metro Government no later than thirty (30) days from Metro

Government’s request and retrievable by Metro Government for at least one (1) year from such request.

5.5 Contractor shall agree to make all Audit Logs available in an agreed upon format.
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EXHIBIT B — ISA TERMS AND CONDITIONS

SECTION NET
Network Security

i Netwoijk Equipment Installation.

1.1 Contractor shall not install new networking equipment on Metro Government Network without prior written permission
by the Metro Government ITS department. Contractor shall not make functional changes to existing network equipment
" without prior written consent of such from Metro Government ITS department. '

1.2 Contractor shall provide the Metro Government ITS department contact with documentation and a diagram of any.-new
" networking equipment |nstallat|ons or existing networking equipment changes within 14 days of the new installation or,
change. -

1.3 Contractor shall not Implement a-wireless network on any Metro Government site without the prior written approval of
the Metro Government.ITS contact, even if the wireless network does not cannect to the Metro Government Network: .
Metro Government may llmzt or dictate standards for’ all wireless networkmg used within Metro Government facility or
site. .

2  Network Bridging. Contractor shall ensure that no system lmplemented or managed by Contractor on the Metro Gavernment
Network will bridge or route network traffic. Sy .

3 Change Management. Contractor shall maintain records of Contractor installations of, or changes to, any system on the Metro
Government Network. The record should include-date and time of change or installation (start and end), who made the change, .
nature of change and any impact that the change had or may have to the Metro Government Network Metro Gavernment
system or Metro Government Information.

4 System / Information Access.

4.1 Contractor and its Agents shall only access system, application gr information which they are expressly authorized by
Metro Government to access, even if the technical controls in the system or application do not prevent Contractor or its
Agent from aceessing those information or functions outside of Metro Government’s authorization. Contractor shall
impose reasonahle sanctions against any Agent who attempts to bypass Metro Government security cantrols.

4.2 Contractor shall only use Metro Government approved methods to configure Metro Government systems or application
or grant access to systems.

4.3 Contractor shall use the Principle of Least Privilege when granting access to Metro Government Infarmatlon netwaork or
systems. .
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EXHIBIT B - ISA TERMS AND CONDITIONS

SECTION PAT
Patch Creation and Certification
1 Security Patch Required. Unless otherwise expressly agreed by Metro Government and Contractor, for Products that are no
longer under performance warranty, Contractor. shall provide no less than standard maintenance and support service for the

Products, which service includes providing. Security Patches for the Products, for as long as Metro Government is using the
Products.. ' : : T

2 Timeframe for Release. For Vulnerabilities contained within the Product that are discovered by Contractor itself or through
Responsible Disclosure, Contractor shall promptly create and release a Security Patch, Contractor must release a Security Patch:
{i) within 90 days for Critical Vulnerabilities, {ii) within 180 days for Important Vulnerabilities, and (iii) within one (1} year for all .
other Vulnerabilities after Contractor becomes aware of the Vulnerabilities. For Vulnerabilities contained within the Product
that have become publicly known to exist and are exploitable, Contractor will release a Security Patch in a faster timeframe
based on the risk created by the Vulnerability, which timeframe should be no longer than thirty (30) days. For the avoidance of
doubt, Contractor is not responsible for creation of Security Patches for Vulnerahilities in the Product that Is caused solely by--

. the Off-the-Shelf Software installed by Metro Government.

3 Timeframe for Compatibility Certification. Contractor shall promptly Certify General Compatibility of a Security Patch for third
party software which the Product is dependent upon when such patch is released. For a Security Patch for Microsoft Windows
Operating Systems, Contractor shall Certify General Compatibility of a Critical Security Patch within five {5).days, and shall
Certify General Compatibility of an Important Security Patch within thirty (30} days, from the release of the patch. For Security
Patches for Off-the-Shelf Software {OTS), Contractor shall Certify General Compatibility of a Critical Security Patch within five {5)
days and Certify General Compatibility of an Important Security Patch within thirty (30) days from its release. For Security Patch
for all other third party software or system, Contractor shall Certify General Compatibility of a Critical Security Patch within
five (5) days and an Important Security Patch within thirty (30) days from its release. . Contractor shall publish whether the
Security Patches are generally compatible with each related Product.

4 Notice of Un-patchable Vulnerability. If Contractor cannot create a Security Patch for a Vulnerability, or Certify General
Compatibility of a Security Patch for OTS software, within the timeframe specified herein, Contractor shall notify~Metro
Government of the un-patchable Vulnerability in writing. Such notice shall include sufficient technical information for Metro
Government to evaluate the need for and the extent of immediate action to be taken to minimize the potential effect of the
Vulnerability until a-Security Patch or any ather proposed fix or mitigation is-received. .

5 Vulnerability Report, Contractor shall maintain a Vulnerability Report for all Products and Services and shall make such report -
available to Metro Government upon request, provided that Metro Government shall use no less than reasonable care to
protect such report from unauthorized disclosure. The Vulnerability Report should (a) identify and track all known
Vulnerabhilities in the Products or Services on a continuing and regular basis, (b} document all Vulnerabilitias that are addressed
in any change made to the Product or Service, including without limitation Security Patches, upgrades, service packs, updates,.
new versions, and new releases of the Product or Service, (c) reference the specific Vulnerability and the corresponding change
made to the Product or Service to remedy the risk, {d) specify the critical level of the Vulnerability and the applicable Security
Patch, and (e) other technical information sufficient for Metro Government to evaluate the need for and the extent of its own
precautionary or protective action. Contractor shall not hide or provide un-documented Security Patches in any type of change

" to their Product or Service. . . .

6 SCCM Compatihility for Windows Based Products. Contractor Patches for Products that ope.rate on the Microsoft Windows
Operating System must be deployable with Microsoft's System Center Configuration Manager. :
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EXHIBIT B — ISA TERMS AND CONDITIONS
SECTION PES

Physicél and Environmental Security

Contractor shall implehent security measures at any Contractor facllitles where Sensitive Infarmation is stored. Such security
measures must include, at a minimum:

1 Contingency Operations. A documented Disaster Recovery Plan for accessing the facility and the Sensitive Information, and
restoring Sensitive Information if needed, in the case of an emergency or crisis. .

2 Environmental Safeguards. Reasonable environmental safeguards to protect systems storing Sensitive Information from
smoke, heat, water, fire, humidity, or power surge damage. :

3 Access Control. Appropnate controls which ensure that only authorized personnel are allowed physical access to the facility.
Examples of appropriate cantrols include, but are not limited to: signage; personnel badges and controlled badge access; visitor
sign in, escort, and sign out; security guards; and video surveillance for information centers which store Sensitive Information.

4 Maintenance Records. Contractor shall conduct regular maintenance on systems which contain Sensitive Information and to
facility’s physical and environmental controls {e.g., temperature, physical access). Contractor shall maintain documentation of
any repairs or maintenance performed on the systems or facility and shall provide Metro Government a copy of such records
upon its reasonable request ' o .

5 - Physical Safeguards. Contractor shall use best efforts to prevent theft or damage ta Contractor systems or storage media
containing Sensitive Information. Such efforts shall include, but are not limited to:

5.1 Protecting systems or devices that contain un-encrypted Sensitive Informatlon with physmal harriers such as locked
cabinet, floor to ceiling room, or secured cage. : :

5.2 Not storing Un-encrypted Sensitive ]nformation in “multi-party” shared physical environments with other entities.

5.3 Not transparting or shipping un-encrypted media which stores Sensitive Information unless the information is sanitized
through full media overwrite (at least ane complete pass), or media destruction through shreddmg, puluerlzmg, or drive-
punching (e.g., breaking the hard drive platters).

5.4 In the event Products generate, store, transmit or process Sensitive Information and the Product does not support
encryption, Contractar shall be solely responsible for the provision of physical security measures for the applicable
Products (e.g., cable locks on laptops). ’ :
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EXHIBIT B — 1SA TERMS AND CONDITIONS
SECTION REM

Remaote Access to Metro Government Network/System

1 B2B VPN or Private Circuit Requirements.

.11

1.2

13

14

1.5

1.6

1.7

1.3

1.9

For Contractor's Business to Business (“B2B”) or private circuit network connections which terminate on the outside of
the Metro Government Network, Contractor must protect such connections by an International Computer Security
Association Labs certified firewall.

-

Government may deny any traffic type due to risk and require Contractor to use a more secured protocol. Microsoft
pratocols such as those used in Window File Shares are considered risky.and will not be allowed. - -

B2B Virtual Private Network (“VPN”) connections to the Metro Government Network wili only terminate on Metro
Government managed network infrastructure.

Contractor shall authenticate the VPN to the Metro Government Network. using at least a sixteen (16) character pre-
shared: key that is unique to the Metro Government.

Contractor shall secure the VPN connection using Strong Encryption.
Contractor shall connect to the Metro Government Network using a device capable of Site-to-Site IPSec support.

Cantractor shall connect to the Metro Govemment Network using a device capab[e of performing policy-based Network
Address Translation (NAT).

Contractor shall connect to the Metro Government Network through the Metro Government VPN concentrator.

Contractor shall not implement any form of private circuit access to the Metro Government network without prior
written approval from the Metro Government'{TS Department. .

1.10Metro Gouernment reserves the right to |nstall filtering or firewall devices between Contractor system and the Metro

Government Network.

2 Reguirements for Dial-In Modems.

2.1

2.2

If Contractor is using an analog line, the analog line shall remain disconnected from the modem when not-in use, unless
Metro Government has expressly authorized permanent connection., :

Contractor shall provide the name of the individual(s) connecting to Metro Government Network and the purpose of the
connection when requesting connectivity.

3 System / Information Access. Contractor and its Agents shall only access system, application or information which they are -

expressly authorized by Metro Government to access, even if the technical controls in the system or application do not.prevent
Contractor or its Agent from accessing those information or functions outside of Metro Government’s authorization. Contractor
shall impose reasonable sanctions against any Agent who attempts to bypass Metro Government security controls.

4 Remote Access Account Usage.

4.1

4.2

Upon request, Contractor shall provide Metro Government with a list of active Agent user accounts and access levels and
other information sufficient for Metro Government to deactivate or disable system access if it deems appropriate.

Contractor may not share Metro Government-issued ID’s, or any user accounts which grant access to Metro Government ,
Network or Metro Government systems.
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4.3

EXHIBIT B — ISA TERMS AND CONDITIONS :
Contractor Agent shall use unique accounts assigned to the Agent to perform work. Service accounts {or accounts that
are configured and used by systems to gain access to information or other systems) may not be used by Contractor
Agents to access any system.

5 Metro Government Network Access Requirements. -

51

Contractor shall only use Contractor systems which are compatible with Metro Government Remote Access technology

- to access Metro Government Network. If Contractor does not have a system that is compatible, it is Contractor’s

5.2

responsibility to obtain a compatible system.

Cantractor shall implement security controls to protect Metro Government Network from risk when its systems-or Agents
connect to the Metro Government Network. Such contrals include, but are not limited to:
. 5.2.1 .Installing and maintaining ICSA Labs certified Anti-virus Software on Contractor svstem and, to the extent
possible, Use real time protéction features. Contractor shall maintain the Anti-virus Software n
accordance with the Anti-virus Software Contractor’s recommended practices.

5.2.2  Contractor may not access the Metro Government Network with systems that may allow brldgmg -of the .
Metro Government Network to a non-Metre Government network. : s

5.2.3  Contractor shall only access the Metro Government Network with systems that have the most current
Security Patches installed.

6 Use of Remote Support Tools on Metro Government Network.

6.1

6.2

Contractor shall connect to the Metro Government Network using.only Metro Government provided or approved Remote
Access Software.

Contractor shall not install or implement any form of permanent Remote Access (e.g., GotoMyPC) on the Metro
Government Network or Metro Government systems. oo :

7 Remote Control Software

7.1

7.2

7.3

7.4

7.5

Contractor may not install any form of Remate Control Software on systems that are maintained or administered by
Metro Government without Metro Government’s consent. Contractor is only allowed to |nstall Remote Control Software
on Contractor Managed Systems.

Remote Control Software must secure all network traffic using Strong Encryption.

Contractor shall ensure that Remote Control Software contained within the Product supports the logging of session
establishment, termination, and failed login attempts. Each log entry must include the following information about the
logged event: date and time of event; type of event; event description; user associated with event; and network.
identifiers (IP address, MAC Address, etc.} or logical identifiers (System name, port, etc.). For Contractor Maintalned
Systems, Contractor shall ensure that such systems are configured to do the above. ' :

Remote Control Software shall not provide escalation of user account privileges.
Contractor shall only access the Metro Government Netwark via Metro Government approved remote access methods:

Contractor shall not supply Products, nor make configuration changes that introduce non-approved forms of Remote -
Access into the Metro Government Network.
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SECTION SOFT

Software / System Capability

1 Supported Product.

11

1.2

1.3

Unless otherwise expressly agreed by Metro Government in writing, Contractor shall provide Metro Government only
supported versions of the Product, which will not become “end of life” for at least 24 months. When the-Product or
Service requires third party components, Contractor must provide a Product that is compatible with currently supported
third party components. Unless otherwise expressly agreed by Metro Government, Contractor represents that all third
party components in its Preduct are currently supported, are not considered "end of life” by the third party provider of -
such components, and will not become "end of life" in less than 24 months from the date of acquisition by Metro
Government. S

If Open Source Software is incarporated into the Product, Contractor shall only use widely supported and active Open
Source Software in the Product, and shall disclose such software to Metro Governmient prior to its acquisition of the
Product.

Information transfers within applications and involving services should be done using web services, APIs, etc. as opposed
to flat file information transport.

2 Software Capabilities Requirements.

21

22

23

2.4

2.5

26

2.7

2.8

29

-

"Contractor shall disclose to Metro Government all default accounts.included in- their Product or provide a means for
Metro Government to determine all accounts included in the Product :

Contractor shall not include fixed account passwords in the Product that cannot be changed by Metro Government.
Contractor shall allow for any account to be renamed or disabled by Metro Government.

Contractor's Product shall supporta configuraple Session Timeout for all users or administrative access to the Product.
Contractor shall ensure that the Product shall transmit and store Authentication Credentials using Strong Encryption.
Contractor Products shall mask or hide the password entered during Interactive User Login.

Contractor shall ensure that Products provided can be configured to require a Strong Password for user authentication. .

Contractor’s Product shall allow user accounts to be disabled after a configurable amount of failed login attempts over a
configurable amount of time. \ '

Contractor’s Product shall have the capability to require users to change an initial or temporary password on first login.

Contractor’s Praduct shall have the capability to report to Metro Government, on request, all user accounts and their

. respective access rights within three (3) business days or less of the request:

2.10Contractor’s Product shall have the capability to function within Metro Governments Information Technology -

Environment. Specifications of this environment are available upon request.

3 Backdoor Software. Contractor shall not provide Products with Backdoor Software, including, ‘without [imitation,
undocumented or secret access functions (e.g., accounts, autharization levels, over-rides or any backdoor). Contractor shall
supply all information needed for the Metro Government to manage all access (local or remote) capabilities within the Product
including denying of Remote Access entirely from any party including Contractor. Contractor shall not include any feature
within the Product that would allow anyone to circurivent configured authorization remotely.
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EXHIBIT B —ISA TERMS AND CONDITIONS
SECTION VMGT

Contractor Managed System Requirements

1 Vulnerability and Patch Management.

11

1.2

13

1.4

15

For all Contractor Managed Systems that stofe Metro Government Information, Contractor will promptly address
Vulnerabilities though Security Patches. Unless otherwise requested by Metro Government, Security Patches shall be
applied within fourteen (14) days from'its release for Critical Security Patches, thirty (30) days for Impartant Security
Patches, and twelve (12) months for all other applicable Security Patches. Contractor may provide an effective technical
mitigation in place of a Security Patch (if no Security Patch is available or if the Security Patch is incompatible) which
doesn’t materially impact Metro Government's use of the system nor require additional third party products.

If the application of Security Patches or other technical mitigations could impact the operation of Contractor Managed-
System, Contractor agrees to install patches only during Metro Government approved scheduled mamtenance hours, or
another time period agreed by Metro Government. .

Contractor Managed Systems on the Metro Government Network or Metro Governitient Infrastructure, the Metro
Government retains the right to-delay patching for whatever reason it deems necessary. :

Metra Government wilt monitor compliance and check for Vulnerabilities on all Preducts on the Metro Government
Network or Metro Government Infrastructure. Contractor shall provide Metro Government administrative credentials .
upon request for the purpose of monitaring compliance of a given Product. Metro Gevernment will not knowingly.
change configurations of the Contractor Managed Systems without prior approval from Contractor. . .. .. - -,

Government may monitor compliance of Contractor Managed Systems, Contractor agrees 1o allow Metro Government to

. check for Vulnerabilities during agreed upon times using mutually agreed upon audit methods.

1.6

Contractor shall use all reasonable methods to mitigate or remedy a known Vulnerability in the Contractor Managed

- System according to the level of criticality and shall cooperate fully with Metro Government in its effort to mitigate or

remedy the same. Upon Metro Government’s request, Contractor shall implement any.reasonable measure
recommended by Metro Government in connection with Contractor’s mitigation effort.

2 System Hardening. o .

2.1

2.2

23

2.4

2.5

Contractor Managed Systems, Contractor shall ensure that either: (i) file shares are configured with access rights which

_prevent unauthorized access or (ii) Contractor shall remove or disable file shares that cannot be configured with access

controls set forth in (i) hereof. Access rights to file shares that remain under (i) must use the Principle of Least Privilege -
for granting access.

In the event that Contractor is providing Products or systems that are to be directly accessible from the Internet,
Contractor shall disable or allow disabling by Metro Government of all active or executed software components of the
Product or system that are not required far proper functlonality of the Product or system.

Contractor shall ensure that Contractor Managed Systems are synchronized with reliable time sources and have the:
proper time zone set or no time offset (e.g.,, GMT or UTC). In the case of systems residing on the Metro Government
Network, Contractor shall ensure that all such systems are synchronized with an Metro Government corporate
timeserver in their respective Regional Information.Centers (RDC). !

For Contractor Managed Systems, Contractor shall remove or disable any default or guest user accounts. Default
accounts that cannot be removed or disabled must have their default password changed to a Strong Password that Js
unique to the respective site and Metro Government.
For Contractor Managed Systems, Contractor shall ensure that the system is configured to disable user accounts after a
certain number of failed login attempts have occurred in a period of time less than thirty (30) minutes of the last login-
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attempt or that system monitoring and notification is configured to alert system administrators to successive failed login -
attempts for the same user account. N

3 Authentication.
3.1 Contractor shall assigh a unique user ID to any Agent or end user who accesses Sensitive Information on Contractor
Managed Systems. This unique 1D shall be configured so that it enables tracking of each user’s activity within the system.

3.2 Contractor agrees to require authentication far access to Sensitive Information on Contractor Man’ag’éd System. -

3.3 Contractor agrees to configure the system to support Strong Authentication for accessing Sénsitive Information from any
Open Netwark (e.g., Internet, open wireless). For avoldance of doubt, Metro Government Network is considered a
trusted network. '

3.4 Contractor shall configure the system to'expire passwords at least every one-hundred and eighty (180} days and require a
password change on the next successful login. For system that cannot support Strong Passwords, Contractor shal!
configure the system to expire passwords every ninety (90} days. :

3.5 Unless otherwise agreed by Metro Government, Contractor shall ensure that Contractor Managed Systems will. require
Strong Password for user authentication.

4 Automatic Log off. Contractor shall configure systems which store Sensitive Information to automatically logoff user sessions at
* the most after 20 minutes of inactivity.

5  User Accountability. Contractor shall report to Metro Government, on request, all user accounts and their respective access
rights within the system within five (5) busmess days or less of the request.

6 Information Segregation, Information Protection and Authorization, Contractor shall implement processes and/or contrals to
prevent the accidental disclosure of Metro Government Sensitive Information to other Contractor Metro Governments,
mc]udmg an Afﬁllates of Metro Government, :

7  Account Termination, Contractor shall dlsable user accounts of Agents or Metro Government end users for the’ system within
five (5) business days of-becoming aware of the termination of such individual. In the cases of cause for termifiation, Contractor
will disable such user accounts as soon as administratively possible.

8 System [ Information Access.

8.1 Contractor and its Agents shall only access system, application or information which they are expressly authorized by
“Metro Government to access, even if the technical controls in the system or application da not prevent Contractor or its
Agent from accessing those |nformat|on or functions outside of Metro Government's authorization. Contractor shall
impose reasonable sanctions against any Agent who attempts to bypass Metro Government security controls.

8.2 Contractor agrees to use the Principle of Least Privilege when granting access to Contractor Managed Systems or Metro
Government Information. : '

9 System Maintenance.

9.1 Contractor shall maintain system(s) that generate, store, transmit or process. Metro Government Sensitive Informatjon - .
according to manufacturer recommendations. Contractor shall ensure that only those personnel certified to repair such
systems are allowed to prowde mamtenance services. .

9.2 Contractor shall keep records of all preventative and corrective maintenance on systems that generate, store, transmit or
pracess Metro Government Sensitive Information. Such records shall include the specific maintenance performed, date
of maintenance, systems that the maintenance was performed on including identifiers {e.g., DNS name, IP address) and
results-of the maintenance. Upon request by Metro Government, Contractor shall supply such record within thirty (30)
days:
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SECTION BAA

-HIPAA Business Associate Agreement

This Agreement is entered into this ._day of , by and between THE METROPOLITAN GOVERNMENT OF
NASHVILLE AND DAVIDSON COUNTY (METRO), a metropolitan form government organized and existing under the laws and
constitution of the State of Tennessee {"Metro" or “Covered entity”) and . {"Business
Associate").

SECTION 1 - DEFINITIONS

a.

Business Associate. “Business Associate” shall generally have the same meaning as the term ”Busmess Associate” in 45 CFR

§ 160.103, and in reference to the party to this agreement, shall mean [Insert Name of Business Associate].

Covered Entity. “Covered Entity” shall generally have the same meaning as the term “covered entity” at 45 CFR § 160.103,
and in reference to the party to this agreement, shall mean Metro. which must fall under one of the following categories:

(1) Ahealth plan.

(2) Ahealth care clearinghouse.

{3) A health care provider who transmits any health information in electranic form in connectton with a transaction
covered hy this subchapter. -
Disclosure. “Disclosure” means the release, transfer, provision of access to, or dlvulgmg in any manner of

‘information outside the entity holding the information.

Electronic Media. “Electronic Media” shall have the same meaning as set forth in 45 CFR § 160.103.

Employer. “Employer” is defined as it is in 26 U.S.C. § 3401(d).

- Genetic Information. “Genetic Information” shall have the same meaning as-set forth in 45 CFR §-160.103.

HITECH Standards. “HITECH Standards” means the privacy, security and security Breach notification provisions under the
Health Information Technology for Economic and Clinical Health (HITECH} Act, Final Rule of 2013, and any regulations
promulgated thereunder. .

Individual. "Individual® shall have the same meaning as set forth in 45 CFR § 160.103 and shall include a person who .
qualifies as a personal representative in accordance with 45 CFR § 164.502(g). - .
Persan. "Person” means a natural person, trust or estate, partnership, corporation, professlonal assomatlon or
corporation, or other entity, public or private.

Privacy Rule. "Privacy Rule” shall mean the Standards for Privacy of ]ndlwdually Identifiable Health Information at 45 CFR
Part 160 and Part 164, Subparts A and E. : o

Protected Health Information. "Protected Health Information" or “PHI":

(1) “Shall have the same meaning as set forth in 45 CFR § 160.103.,
(2) Includes, as set forth in 45 CFR § 160.103, any information, now also including genetic information, whether oral or
recorded in any form of medium, that: .

(i} Is created or recei_ved by a health care provider, health plan, public health authority, employer, life’
insurer, school or university, or health care clearinghouse; and
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(i) Relates to the past, present, or future physical or mental health or condition of an individual; the
provision of health care to an individual; or the past, present, or future payment for the. provision of
health care to an |nd|V|duaI

l.  Required By Law. "Required By Law" shall have the same meaning as the term “required by law" in 45 CFR § 164.103.
m. Secretary. "Secretary" shall mean the Secretary of the Department of Hedlth and Human-Services or his designee.

n. Security Rule. "Security Rule” shall mean the Standards for Security of Individually Identlflable Health Information at 45 CFR
part 160 and subparts A and C of part 164.

0. Suhcontractor. “Subcontractor” means a person to whom a business associate delegates a. function, activity, or ..
service, other than in the capacity of a member of the workforce of such business associate.

p.  -Transaction, “Transaction” shall have the same meaning as set forth in 45 CFR § 160.103. -~ . L

q. Catch-all definition. Terms used but not otherwise defined in this Agreement shall have the same meaning as the meaning . -
ascribed to those terms in the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), the Health

" Information Technology Act of 2009, as incorporated in the American Recovery and Reinvestment Act of 2009 (“HITECH
Act”), implementing regulations at 45 Code of Federal Regulations Parts 160-164 and any other current and future

regulations promulgated under HIPAA or the HITECH Act. . . oo . .

SECTION 2 - OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE

a. Permitted Uses of Protected Health Information. Business Associate shall not use or disclose Pratected Health Information - -
other than as permitted or required by this'Agreement or as Required by Law. Business Associate may: 1) use and disclose PHI to
perform its obligations under its contract with Metro; (2) use PHI for the proper management and administration .of Business -«
Associate; and (3) disclose PHI for the proper management and administration of Business Associate; if such disclosure Is required by
law or if Business Associate obtains reasonable assurances from the recipient that the recipient will keep the PHI confidential, use or
further disclose the PHI only as required by law or for the purpose far which it was disclosed to the recipient, and notify Business
Associate immediately of any instances of which it is aware in which the confidentiality of the PHI has been-breached. ‘

b. Safeguards. Business Associate- shall use appropriate administrative, physical and technical safeguards to prevent use or
disclosure of the Protected Health Information other than as provided for by this Agreement. Business Associate shall develop and .
implement policies and procedures that comply with the Privacy Rule, Security Rule, and the HITECH Act. The Business Associate
must obtain satisfactory assurances that subcontractor(s) will appropriately safeguard PHI. -

C. Mitigation. Business Associate shall mitigate, to the extent practicable, any harmful effect that is known to Business .
Associate of a use or-disclosure of Protected Health Information by Business Associate in violation of the requirements of this
Agreement.

d. Notice of Use or Disclosure, Security Incident or Breach. Business Associate shall notify Metro of any use or disclosure of .
PHI by Business Associate not permitted by this Agreement, any Security Incident (as defined in 45 C.F.R. section 164. 304) involving
Electronic PHI, and any Breach of Protected Health Information within five (5) business days. . :

(i) Business Associate shall provide the following information to Metro within ten {10) business days of discovery of a Breach
except when despite all reasonable efforts by Business Associate to obtain the information required, circumstances beyond the
control of the Business Associate necessitate additional time. Under such circumstances, Business Associate shatl provide to Metra
the following information as soon as possible and without unreasonable delay, but in no event later than thlrty (30) calendar days. .
from the date of discovery of a Breach

{1) The date of the Breach;
(2). The date of the discovery of the Breach;

(3) A description of the typeés of PHI that were involved;
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(4) identification of each individual whose PHI has been, or is reasonabiy belteved to have heen, accessed
acquired, or disclosed; and

(5) Any other details necessary to cgmplete an assessment of the risk of harm to the Individual.

(i) Business Associate shall cooperate with Metro in Investigating the security breach and in meeting Metro’s notification
obligations under the HITECH Act and any other security breach notification laws.

(i) Business Associate agrees to pay actual costs for notification and any associated mitigation costs incurred by Metro, such as
credit monitoring, if Metro determines that the Breach is significant-enough to warrant such measures.

(iv) - Business Associate agrees to establish procedures to investigate the Breach, mitigate losses, and protect against any future
Breaches, and to provide a description of these procedures and the specific findings of the investigation to Metro.in the time and
manner reasonably requested by Metra.

(v) Business Associate shall report to Metro any successful: (1) unauthorized access, use, disclosure, modification, or
destruction of Electronic Protected Health Information; and (2) interference with Business Associate’s information systems:
operations, of which Business Associate becomes aware.

e, Compliance of Agents. Business Associate agrees to ensure that any agent, including a subcontractor, to whom it provides
Protected Health Information received from, or created or received by Business Associate an behalf of Metro, agrees to the same - .
restrictions and conditions that apply through this Agreement to Business Associate with respect to such information.

f. Access. Business Associate agrees to prowde access, at the request of Metro, and in the time and manner designated by
Metrog, to Protected Health Information in a Desngnated Record Set, to Metro ar, as directed hy Metro, to an [ndividual, so that
Metra may meet its access obligations under 45 CFR § 164.524, HIPAA and the HITECH Act.

g. Amendments._ Business Associate agrees td make any amendment(s) to-Protected Health Information in a Designated .
Record Set that Metro directs or agrees at the request of Metro or an Individual, and in the time and manner designated by Metro,
so that Metro may meet its amendment obligations under 45 CFR § 164.526, HIPAA and the HITECH Act. - ‘

h. Disclosure of Practices, Books, and Records. Business Associate shall make its internal practices,. books, -and records.
relating to the use and disclosure of Protected Health Information received from, or created or received by Business Associate on
behalf of, Metro available to Metro, or at the request of Metro to the Secretary, in a time and manner designated by Metro or the
Secretary, for purposes of determining Metro's compliance with the HIPAA Privacy Regulations.

i. Accounting. Business Associate shall provide documentation regarding any disclasures by Business Associate that would _
have to be included in an accounting of disclosures to an Individual under 45 CFR § 164.528 (including without limitation a disclosure
permitted under 45 CFR § 164.512) and under the HITECH Act. Business Associate shall make the disclosure Information available to
Metro within thirty (30) days of Metro’s request for such disclosure Infarmation to comply with an individual’s request for disclosure-
accountmg If Business Associate is contacted directly by an individual based on information provided to the individual by Metro and
as required by HIPAA, the HITECH Act or any accompanying regulations, Business Assoclate shall make such disclosure.Information
available directly to the individual. .

i Security of Electronic Protected Health Information. Business Associate agrees to: {1) implement administrative, physical, - -
and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of the Electronic
Protected Health Information that it creates, receives, maintains or transmits an behalf of Metro; (2) ensure that any agent,
including a subcontractor, to whom It provides such information agrees to implement reasonable and appropriate safeguards to
protect it; and (3} report to Metro any security incident of which it becomes aware. . .

k. " Minimum Necessary. Business Associate agrees to limit its uses and disclosures 'of and requests for, PHI: {a) when
practical, to the information making up a Limited Information Set; and (b) in all other cases subject to the requirements of 45 CFR
164.502(b), to the minimum amount of PHI necessary to accomplish the intended purpose of the use, disclosure or request.

L Compliance with HITECH Standards. Business Associate shall comply with the HITECH Standards as specified by law.
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m. Compliance with Electronic Transactions and Code Set Standards: If Business Associate conducts any Standard Transaction
for, or on behalf, of Metro, Business Associate shall comply, and shall require any subcontractor or agent conducting such
standard Transaction to comply, with each applicable requirement of Title 45, Part 162 of the Code of Federal Regulations.
Business Associate shall not enter into, or permit its subcontractor or agents to enter into, any Agreement in connection
with the conduct of Standard Transactions for or on behalf of Metro that: - . '

AN Changes the definition, Health Information condition, or use of a Health Information element or segment in a
Standard;

(i} . Addsany Health Information elements or seg’meﬁts to the maximum defined Hezlth Information Set;

(i)  Uses any code or Health Inforthation elements that are either marked “not used” in the Standard's

Implementation Specification(s) or are not in the Standard’s Implementation Specifications(s); or
(iv) Changes the meaning or intent of the Standard’s Implementations Specification(s).

n.  Indemnity. Business Associate shall indémnify and hold harmless Metro, its officers, agents and employees from and
against any claim, cause of action, liability, damage, cost or expense, including attorneys’ fees, arising out of or in connection with
any non-permitted use or disclosure of Protected Health Information or other breach of this Agreement by Business Associate or any
subcontractor or agent of the Business Asscciate, .

SECTION 3 - OBLIGATIONS QOF METRO

a. Metro shall notify Business Associate of any changes in, or revocation of, permission by Individual to use or disclose
Protected Health information, to the extent that such changes may affect Business Associate's use or disclosure of Protected Health -
Information.

b. Metro shall notify Business Associate of any restriction to the use or disclosure of Protected Health Information that Metro .
has agreed to in accordance with 45 CFR § 164.522, to the extent that such restriction may affect Business-Associate's use or
disclosure of Protected Health Information.

SECTION 4 — TERM, TERMINATION AND RETURN QF PHI

a. Term. The Term of this Agreement shall be effective as of | Insert date ] and shall terminate when all of.the Protected
Health Information provided by Metro to Business Associate, or created or received by Business Associate on behalf of Metro, is
destroyed or returned to Metro, or, if it is infeasible to return or destroy Protected Health Information, protections are extended to.
such information, in accardance with the termination provisions in this section.

b. Termination for Cause. Upon Metro's knowledge of @ material breach'by Business Associate, Metro shall provide an
opportunity for Business Associate to cure the breach or end the violation. Metro may terminate this Agreement batween Metro
and Business Assaciate if Business Associate does nat cure the breach or end the violation within the time specified by Metra. In
addition, Metro may immediately terminate this Agreement if Business Associate has breached a material term of this Agreement
and cure is not feasible.

c. Obligations on Termination.

{i) - Except asprovided in subsection (i1}, upon termination of this Agreemient, for any reason, Business Associate shall return ar

destroy as determined by Metro, all Protected Health Information received from Metro, or created or received by Business Associate

on behalf of Metro. This provision shall apply to Protected Health Information that is in the possession of subcontractor or agents of

the Busifiess Associate. Business Associate shall retain no copies of the Protected Health Information. Business Associate shall

complete such return or destruction as promptly as possible, but no later than sixty (60) days following the termination or other.

conclusion of this Agreement. Within such sixty (60} day period, Business Associate shall certify on eath in writing to Metro that
such return or destruction has been completed.

(ii). In the event that Business Associate determines that returning or destroying the Protected Health Information is- -

infeasible, Business Associate shall provide to Metro notification of the conditions that make return of destruction

“infeasible. Upon mutual agreemént of the Parties that return or destruction of Protected Health Information is

infeasible, Business Asscciate shall extend the protections of this Agreement to such Protected Health Informatian

and limit further uses and disclosures of such Protected Health Information to-those purposes that make the
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return or destruction infeasible, for so long as Business Associate maintains such Protected Health Information. If
Metro does not agree that return or destruction of Protected Health Information is infeasible, subparagraph {i)
shall apply. Business Associate shall complete these obligations as promptly as possible, but no later than sixty
(60) days following the termination or ather conclusion of this Agreement.

SECTICON 5 - MISCELLANEOUS

a. Regulatory References. A reference in this Agreement to a section in HIPAA or the HITECH Act means the section as in-
effect or as amended, and for which compliance is required.

b. Amendment. The Parties agree to take such actiori as is necessary tb amend this Agreement fram time to time as is
necessary for Metro to comply with the requirements of HIPAA or the HITECH Act and any appiicable regulations.in regard to such
faws.

[ Survival. The res;iective rights and obligations of Business Associate shall survive the termination of this Agreement.

d. Interpretation. Any ambiguity in this Agreement shall be resolved in favor of a meaning that permits Metro to comply with |

HIPAA or the HITECH Act or any applicable regulatlons in regard to such laws.

]
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N SECTION PCI
Payrf-uent Card Industﬁ (PCl) Security Standards

1. Payment application vendor. Contractor that sells 'and supports applications. that store, process, and/or transmit
cardholder data shall have application assessed and validated for compliance with the Payment Application Data Security )
Standard (PA-DSS). Proof of validation shall be provided.

2. Payment termmal vendor. Contractor that sells and -supports devices used to accept card payments {e.g., payment
terminal) shall have the PIN Transaction Security (PTS) devices validated to conform to the PCl PTS standard.

3. Payment processors, e-commerce hosting providers/processors, Contractor that stores, processes, or transmits cardholder-
data on behalf of Metro or that hosts and manages any e-commerce server/website and/or develop and support Metro
websites shall provide a PCl Data Security Standard (PCl DSS) Attestation of Compliance for the contracted service.

4. Providers of software as a_service. Contractor that develops, hosts and/or manages any Metro cloud-based web.
application or payment application (e.g., online ticketing or booking application) shall provide a PCI Data Security Standard
(PCI DSS) Attestation of Compliance for the contracted service.

5. Integrators/resellers. Contractor that installs PA-DSS validated payment app[acatlons for Metro must be a PCl Qualified
Integrator or ReseIIer (QIR).

6. All applicable compliance shall be maintained for the duration of the contract, -Proof of: vahdatlon shall be current, valid for -,
the service under contract and available upon request. -

Metro ISAv1.6
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Contract Purchase Agreement 432769

Exhibit C )
Data Sharing Agreement for Benchmark Research Consortium '

Access to First Sign™ and Use of Relevant Data,

METRO authorizes Benchmark Analytics to analyze relevant data, including aggregating such Relevant Data
with other data and information, for purpéées of performing, evaluating, improving or enhancing First Sign™
and the software application broadly. Benchmark Analytics will restrict access to Relevant Data to only those
Benchmark Analytics staff approved by METRO as well as the Benchmatk Research Consortium (chaired by
the University of Chicago), in accordance with all of METRO’s data security requireinents. By participating,
METRO is hereby granted access to all derivatives and future versions of the Benchmark Platform as well .as
the findings of the Research Consortium. At no time will Benchmark copy, remove, or import data from our -
protected servers. Completed analyses absent any sensitive data may be used for purposes of perfonmng,
evaluaUng, improving or enhancmg First Sign™ and the software application broadly.
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CERTIFICATE OF LIABILITY INSURANCE

DATE (MMIDDIYYYY)
08/08/2018

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THIS GERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS -
CERTIFIGATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE [SSUING INSURER(S), AUTHORIZED

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the palicy{ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms -and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate-does not confer rights to the certificate holder in lieu of such endarsement(s).

PRODUCER E%EACT Dariela Galvan -
DSP Insurance Services PHONE FAX -
1900 E Golf Rd (847) 934-6100 - | FA% No): (B47) 934-6186
:g}’;:ing:gg I 60173 E-Dh:)'}{léss: dgalvanfdspins.com
INSURER(S) AFFORDING COVERAGE NAIC#
INSURER A : 'l'ra_velers Indemnity Company 25658
g:ﬁi?mark Solutions, LLC. {312) 287-3895 | |\ o RERB: Farmington Casualty Company 41483
. INSURER € : Travelars Casualty Ins. Co. Of 19046
1801 West Bell Plaine INSURER D :
Chicago IL 60613 INSURERE :
INSURERF :

COVERAGES

CERTIFICATE NUMBER: Cext ID 24037

REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERICD
INDIGATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT-TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY' THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS. .

INSR ADDL[SUBR] OLICY EXP

L'TR TYPE OF INSURANCE INSD | WVD POLICY NUMBER cﬁﬁ%ﬁmj 5wnmwwa _ LIMITS

C X | COMMERCIAL GENERAL LIABILITY EAGH OGGURRENGE $ 1,000,000

. DAMAGE TO RENTED
CLAIMS-MADE E’ OCCUR 6B06J6157211842 07/19/2018|07/19/2019| PREMISES (Ea occurrence) $ 300,000
— MED EXP {Any one person) $ 5,000
PERSONAL & ADV INJURY | $ 1,000,000
EN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2,000,000
z PRQ- y
PCLICY JECT LOC PRODUCTS - COMP/OP AGG | $ 2,000,000
OTHER: 3
| COMBINED SINGLE LIMIT s
AUTOMOEILE LIABILITY . (Ea accident] 3 1,000,000
o ANY AUTO 680676157211842 07/19/2018|07/19/2018| BODILY INJURY (Per person). | $
OWNED SCHEDULED
AUTOS ONLY AUTCS BODILY INJURY (Per accident) | $
% | HR NON-OWNED PROPERTY DAMAGE 3
= AIJTOS ONLY AUTCS ONLY | (Per accident)
$
A | X |UMBRELLALIAB X | 0oCUR CUP6J6169991842 07/19/2018| 07/19/2019| EAcH occURRENCE § +1,000,000
EXCESS LIAB CLAIMS-MADE AGGREGATE $ 1,000,000
DED | X | RETENTION § 5,000 $
WORKERS COMPENSATION PER | oIk-

B AND EMPLOYERS' LIABILITY YIN UB6J6177991742G 07/19/2018,07/19/2019 X STATUTE l I_E_R' -
ANYPROPRIETOR/PARTNER/EXECUTIVE E.L, EACH ACCIDENT . % 500,000
OFFICER/MEMBEREXCLUDED? NIA
(Mandatory in NH) E.L. DISEASE - EA EMPLOYEE| § 500,000
If yes, describe under
DESCRIPTION OF OPERATIONS below E.L. DISEASE - POLICY LIMIT | § 500,000

$
$

volunteers.

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Remarks Schedule, may be attached if more space is required)
additional insured on Genexal Liability and Auto Liability when requirxed by written contract:-
Metropolitan Government of Nashville and Davidson County, its officials, officers, employeas, and

Cyber Liability Insurance & Technological Errors and Omissions Insurance is ineclunded under the
General Liability Policy for $1MIL Limit / $1MIL Aggregate / $1,000 Deductible.

CERTIFICATE HOLDER

CANCELLATION 7 -

Purchasing Agent
Metropolitan Government of Nashv:.lle and Davidsen
County, - ’

Metropolitan Couxthouse

Nashville | TH 37201

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS. -

AUTHORIZED REPRESENTATIVE

ACORD 25 (2016/03)

© 1888-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD

Page 1 of 1
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.

'METROPOLITAN GOVERNMENT OF NASHVILLE AND DAVIDSON COUNTY
- DEPARTMENT OF FINANCE ~ PROGUREMENT -
SOLE SOURCE JUSTIFICATION FORM
v /

i

 Send an emalf to PRG@nashvillo.qov

and affach completed sole soyit:é form and supporting documentation,
‘ Propolseu_d‘éupplﬁer‘.MUS?" be ‘Register‘e&m iProcurement

. Date: 2/13/2018Requesting Departmént/Agency/Commisslon: Police
Requesting Offictal: Maftliew Morley . Telephone#: 815-862-7262  This requestis for

] 8 mylii—gear{ t_'s.ogttaci. . aanﬁ‘occf
5, Product/Service Description: Software/Services : .
Total Purchase (Enter the valué for the entire contract ffe) Price: $z65500

3 BU Rumber BV Y020 (- Fund £ W] object AccountZ 24 Any 0

) E o i : N . -
i Proposed Supplier: Benchmark Analytles 0 Proposed Supplier Contact: Rop Huberman
3 Supplier Address: 1801 W, Belle Plaine Ave Sulte 209 ¢ ~° Cily:Chlcage ST: IL Zip: 80613 -
j Suppller Telephone #: 312637.2220 ©  Supplier Email: ron.hii berman@henchmarkanalylics com

Metro Code: 4.12.080 Sole Source Procurement. : ' ' N S
A conliract may be awarded for a supply, senvice or canstruction ftem without competifion when, under regulations’

- promuigated by the standards board, the purchasing agent defermines in writing that there is obly one source for the -~ )
required supply, service or construction item, The standards board may, by regufation, establish speciiic categories of

supplias, services, or construction items as sole source items, (0. 92-210§ 1 (3-205), 1992)
Proprietary compatabiity : : '
If Other, Explain Request: Not required if "Other" was not selected above,

Requesting Department Director's Signature of Approval: \ ¥4 A4, A AL £,

To he completed by the ?rocuwneutb!vléfan

Year(s) Contract

O ‘\

QQ& Source is Approved for a [0 Purchase Order 0




{
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R4.12.060.05 lterns Approved by Sole Source Procurement, b) maintenance of photocopiers, high
technology equipment and systems (in addition to that already reférenced), and software which is
practicably available from only one source. ; .

Other Justification:

If Other, Explain Request: This is a request for a multi-year contract for employee tracking/Early
Intervention System software to be internally hosted and encompass all Police Employees. This software
was developed with MNPD existing data management syste;'ns in cancert with the University of Chicago.
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Subject: Metro Contract 432769 with Benchmark Analytics (Police)

Source Envelope:

Document Pages: §5
Certificate Pages: 16
AutoNav: Enabled

Envelopeld Stamping: Enabled

Signatures: 4
Initials: 6

Time Zone: (UTC-06:00) Central Time (US & Canéda)

Record Tracking - - .
Status: Original
10/2/2018 2:12:50 PM

Signer | E\feﬁts D

e

TerriR Troup
terri.troup@nashville.gov
Senior Procurement Officer

Metropolitan Government of Nashville and Davidson

County

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Not Offered via DocuSign

Michelle A. Hernandez Lane
michelle.lane@nashville.gov

Chief Procurement Offi cerlPurchasmg Agent
Metro

Security Level: Email, Account Authentication
(None)

Electronic Retord and Signature Disclosure:
Not Offered via DocuSign

Samir Mehic
samir.mehic@nashville.gov

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Dis:closure:
Accepted: 10/5/2018 8:46:10 AM
ID: 7bb385d9-b827-4b8d-817c-fa8d9b7b62fc |

David Edwards :
david.edwards@nashville.gov

Security Level: Email, Account Authentication
{None)

Electronic Record and Signature Disclosure:
Accepted: 10/8/2018 7:43:09 AM
ID: d036f4ci-3bb2-4dbe-9ee8-916860cd10aa

Holder: Procurement Resource Group

prg@nashwl[e gov

Slgnature ) L

T*

Signature Adoption: Pre-selected Style
Using IP Address: 170.190.198.240

ma, .

Signature Adoption: Pre-selected Style
Using |P Address: 170.190.198.185

Sh

Signature Adoption: Pre-selected Style
Using IP Address: 107.77.234.72
Signed using mobile

DE

Signature Adoption: Pre-selected Style
Using IP Address: 170.190.198.180

Docuﬂ'gm

Fal .*r
@securen

N . ! . [

Stalus Sent

Envelppe Originator:

Procurement Resource Group
730 2nd Ave. South 1st Floor

Nashville, TN 37219

prg@nashville.gov

P Address: 170.190.198.150

e caeemma e

Location: DocuSign

’ Tlmestamp -

Sent: 10/2.’2018 2 21 32 PM
Viewed: 10/2/2018 2:34:31 PM
Signed: 10/2/2018 2:36:24 PM

Sent: 10/2/2018 2:36:27 PM
Viewed: 10/3/2018 7:36:47 AM
Signed: 10/5/2018 8:45:20 AM

Sent: 10/5/2018 8:45:23 AM
Viewed: 10/5/2018 8:46:10 AM
Signed: 10/5/2018 8:47:11 AM

Sent: 10/5/2018 8:47:14 AM
Viewed: 10/8/2018 7:43:09 AM
Signed: 10/8/2018 7:49:42 AM -
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Signer Events - - -
Ron Huberman
ron.huberman@benchmarkanalytics.com
CEOQ

Benchmark Analytics

Security Level: Email, Account Authentication
(None)

.

Electronic Record and Signature Disclosure:
Accepted: 10/9/2018 7:11:13 AM . .
ID: 99d5301f-eef1-4161-bece-1245a8384a65

Michelle A. Hernandez Lane
"michelle.lane@nashville.gov

Chief Procurement Officer/Purchasing Agent

Metro

Security Level: Email, Account Authentication
{None)

Electronic Record and Signature Disclosure:
Not Offered via DocuSign

Steve Anderson
steve.anderson@nashville.gov

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Accepted: 10/10/2018 8:15:12 AM
ID: 86ba75f-2e73-4267-abad-2cadeac? 8icd

Anthony Neumaier
tony.neumaier@nashville.gov

Security Level: Email, Account Authentication
(Mone) .

- Electronic Record and Signature Disclosure:
Accepted: 7/14/2014 1:44:52 PM ‘
ID: 2e2{05e2-4572-47e6-9522-63ea06{33a0d

Talia Lomax O'dneal
talia.lomaxodneal@nashville.gov

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Accepted: 10/10/2018 11:50:06 AM
1D: 70fcd4as-755¢-413F-9119-3ddc7c324d80

Sally Palmer
sally.palmér@nashville.gov

Security Level: Email, Account Authentication
(None) :

Electronic Record and Signature Disclosure:
Accepted: 10/16/2018 11:25:16 AM -
ID: 8aBa7f16-3d0c-4d68-9abe-aafeecB8iab1a

Signature’

Ko, Kulrtyman

Signature Adoption: Pre-selected Style
Using IP Address: 75.104.68.255

Michelle £, umandes [ane

Signature Adoption: Pre-selected Style
Using IP Address: 170.120.198.190

Stowe. ledursan

Signature Adoption: Pre-selected Style
Using IP Address: 170.190.198.177

AN

Signature Adoption: Pre—se[ec;ted Style
Using IP Address: 170.190.198.190

Taﬁa U)m:)s 9"1»\1,01,. -

Signature Adoption: Pre-selected Style
Using IP Address: 170.190.198.100

Completed

Using IP Address: 170.190.198.100

N e %

- Timestamp-
Sent: 10/8/2018 7:49:44 AM

Viewed: 10/9/2018 7.11:13 AM
Signed: 10/9/2018 9:30:23 AM

Sent: 10/9/2018 9:30:26 AM
Viewed: 10/9/2018 1:39:55 PM
- Signed: 10/9/2018 1:40:05 PM

Sent: 10/9/2018 1:40:08 PM
. Viewed: 10/10/2018 8:15:12 AM ~
Signed: 10/10/2018 8:16:23 AM

Sent: 10/10/2018 8:16:25 AM
Viewed: 10/10/2018 11:48:02 AM
Signed: 10/10/2018 11:48:08 AM

Sent: 10/10/2018 11:48:10 AM
Viewed: 10/10/2018 11:50:06 AM

Signed: 10/10/2018 11:50:20 AM

Sent: 10/10/2018 11:50:23-AM
Viewed:; 10/15/2018 11:25:16 AM

Signed: 10/15/2018 11:30:36 AM'




SignerEvents. -~ .~ .. . :Signature . CE Tiriiestamp
Balogun Cobb Sent: 10/15/2018 11:30:39 AM
balogun.cobb@nashville.gov b (/ Viewed: 10/16/2018 1:41:46 PM

Security Level: Email, Account Authentication - . . Signed: 10/16/2018 1:51:28 PM
(None) .
Signature Adoption: Pre-selected Style

Using IP Address: 170.190.108.144

Electronic Record and Signature Dlsclosure:
Accepted: 10/16/2018 1:41:46 PM
ID: a39a1214-1e39-46a9- a1f8-9408101b7cd3

Judy Cantlon ) - . Sent: 10/16/2018 1:51:32 PM

judy.cantion@nashville.gov

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Not Offered via DocuSign

nPerson Signer Events . . Signature . . - .- Timestamp
Civroaney e s Tesmy
Agent Defivery Events " Status - oL Timestamp
Intermediary Delivery Events . " Status = - . :.. - - Timestamp
Certfied Delivery Events, -~ Status: - . . - Timestamp
Carbon Copy Events .~ -Staus, ‘... . Timestamp H
Sent: 10/16/2018 1:51:31 PM

Cynthia Gross .
Cynthia.Gross@nashville.gcv cn pI E D s Viewed: 10/17/2018 11:44:36 AM -

Security Level: Email, Account Authentication’
(None)

Electronic Record and Signature Disclosure:
Not Offered via Docu81gn

Elizabeth Wa[tes
Elizabeth.Waites@nashville.gov

Secunty Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Not Offered via DocuSign

Tina Burt
Tina.Burt@nashville.gov

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Not Offered via DocuSign

Ny 0 Usge . CTmeswme

Envelope Summary Events

Envelope Sent HashedlEncrypted ' T T Joneiz018 1:51:32 PM

Tlmestamps

Paymenfﬁ Events

v

lgnature Dlsclosure R P, T

Electronlc Record and




Electronic Record and Signature Disclosure.created on: 7/9/2014 8:05:49 AM
Partles agreed to: Samir Mehic, David Edwards, Ron Huberman, Steve Anderson, Anthony Neumaler, Talia Lomax O dneal Sally Palmer, Balogun Cobb

1. ACCEPTANCE OF TERMS AND CONDITIONS These Terms and Conditions govern your
("Subscriber” or "you") use of DocuSign's on-demand electronic signature service (the
“Subscription Service"), as accessed either directly through DocuSign.com, DocuSign. net, or
through a DocuSign affiliateA€™s web page offering a Service Plan (collectively, the "Site"). By
depositing any document into the System (as defined below), you accept these Terms and
Conditions (including your corresponding Service Plan, the DocuSign.com Terms of Use, and all
policies and guidelines referenced and hereby incorporated into these Terms and Conditions) and
any modifications that may be made to the Terms and Conditions from time to time. If you do
not agree to these Terms and Conditions, you should not use the Subscription Service or visit.or
browse the Site. These Terms and Conditions constitute a binding legal agreement between you
and DocuSign, Inc. ("DocuSign," "we," "us," and "our"). Please read them carefully and print a
copy for your future reference. 2. MODIFICATION OF TERMS AND CONDITIONS We
reserve the right to modify these Terms and Conditions at any time and in any manner at our sole
discretion by: (a) posting a revision on the Site; or (b) sending information regarding the.
amendment to the email address you provide to us. YOU ARE RESPONSIBLE FOR
REGULARLY REVIEWING THE SITE TO OBTAIN TIMELY NOTICE OF ANY..
AMENDMENTS. YOU SHALL BE DEEMED TO HAVE ACCEPTED SUCH
AMENDMENTS BY CONTINUING TO USE THE SUBSCRIPTION SERVICE FOR MORE
THAN 20 DAYS AFTER SUCH AMENDMENTS HAVE BEEN POSTED OR :
INFORMATION REGARDING SUCH AMENDMENTS HAS BEEN SENT TO YOU. You
agree that we shall not be liable to you or to any third party for any modification of the Terms
and Conditions. 3. DEFINITIONS 4€eAccountd€? means a unique account established by
Subscriber to enable its Authorized Users to access and use the Subscription Service.
d€ccAuthorized Userd€? means any employee or agent of Subscriber,-identified by a unique .
email address and user name, who is registered under the Account, provided that no two persons
' may register, access or use the Subscription Service as the same Authorized User.
a€ceeContracti€? refers to a contract, notice, disclosure, or other record or document deposited
into the System by Subscriber for processing using the Subscription Service. 4€eEnvelopei€?
means an electronic record containing one or more eConu'acts consisting of a single page or a
group of pages of data uploaded to the System. &€ceSeata€? fneans an active Authorized User
listed in the membership of an Account at any one time. No two individuals may log onto or use
. the Subscription Service as the same Authorized User, but Subscriber may unregister or
deactivate Authorized Users and replace them with other Authorized Users without penalty, so.
long as the number of active Authorized Users registered at any one time is equal to or less than
the number of Seats purchased. 4€eService Plani€? means the right to access and use the
Subscription Service for a specified period in exchange for a periodic fee, subject to the Service
Plan restrictions and requirements that are used to describe the selected Service Plan on the Site.
Restrictions and requirements may include any or all of the following: (a) number of Seats
and/or Envelopes that a Subscriber may use in a month or year for a fee; (b) fee for sent
Envelopes in excess of the number of Envelopes allocated to Subscriber under the Service Plan;
(c) per-seat or per-user restrictions; (d) the license to use DocuSign software products such as
DocuSign Connect Express in connection with the Subscription Service; and (e) per use fees.
4€aSpecificationsd€? means the technical specifications set forth in the &€ceSubscription Service
- Specificationsa€? available at http:/docusign.com/company/specifications. 4€ceSubscription
Service2€? means DocuSigna€™s on-demand electronic signature service, as updated from time




to time, which provides on-line display, certified delivery, acknowledgement, elcctronic-

signature, and storage services for eContracts via the Internet. 4€ceSystema€? refers to the

software systems and programs, communication and network facilities, and hardware and
equipment used by DocuSign or its agents to provide the Subscription Service. 4€eTerma€?

- means the period of effectiveness of these Terms and Conditions, as specified in Section 12
below. 4€ceTransaction Datad€? means the metadata associated with an Envelope (such as
transaction history, image hash value, method and time of Envelope deletion, sender and
recipient names, email addresses and signature IDs) and maintained by DocuSign in order to
establish the digital audit trail required by the Subscription Service. 4. SUBSCRIPTION
SERVICE During the term of the Service Plan and subject to these Terms and Conditions,
Subscriber will have the right to obtain an Account and register its Authorized Users, who may -
access and use the Subscription Service, and DocuSign will provide the Subscription Service in
material conformance with the Specifications. You must be 18 years of age or glder to register.
for an Account and use the Subscription Service. Subscriber's right to use the Subscription
Service is limited to its Anthorized Users, and Subscriber agrees not to resell or otherwise -
provide or assist with the provision of the Subscription Service to any third party. In addition,
DocuSigna€™s provision of the Subscription Service is conditioned on Subscriber's
‘acknowledgement and agreement to the following: (a) The Subscription Service facilitates the
execution of eContracts between the parties to those eContracts. Nothing in these Terms and
Conditions may be construed to make DocuSign a party to any eContract processed through the
Subscription Service, and DocuSign makes no representation or warranty regarding the -
transactions.sought to be effected by any eContract; (b) Between DocuSign and Subscriber,
Subscriber has exclusive control over and responsibility for the content, quality, and format of
any eContract. All eContracts stored by DocuSign are maintained in an encrypted form, and
DocuSign-has no coritrol of or access to their contents; (c) If Subscriber elects to use one or. more
of the optional features designed to verify the identity of the intended recipient of an eContract
that DocuSign makes available to its subscribers (&€ceAuthentication Measuresa€?), DocuSign
will apply only those Authentication Measures selected by the Subscriber, but makes no -
representations or warranties about the appropriateness of any Authentication Measure. Further,
DocuSign assumes no liability for: (A) the inability or failure by the intended recipient or other
party to satisfy the Authentication Measure; or (B) the circumvention by any person (other than
DocuSign) of any Authentication Measure; (d) Certain types of agreements and documents may
be excepted from electronic signature laws (e.g. wills and agreements pertaining to family law),
or may be subject to specific regulations promulgated by various government agencies regarding
electronic signatures and electronic records. DocuSign is not responsible or liable to determine

- whether any parhcular eContract is subject to an exception to applicable electronic signature
laws, or whether it is subject to any particular agency promulgations, or whether it can be legally
formed by electronic signatures; (€) DocuSign is not responsible for determining how long any -
d to be retained or stored under any applicable laws, regulations, or legal or administrative
agency processes. Further, DocuSign is not responsible for or liable to produce any of-

. Subscribera€™s eContracts or other documents to any third parties; (f) Cértain consumer
protection or similar laws or regulations may impose special requirements with respect to
electronic transactions involving one or more 4€ceconsumers,4€? such as (among others)
requirements that the consumer consent to the method of contracting and/or that the consumer be
provided with a copy, or access to a copy, of a paper or other non-electronic, written record of
the transaction. DocuSign does not and is not responsible to: (A) determine whether any




particular transaction involves a &€ccconsumer;4€? (B) furnish or obtain any such consents or
determine if any such consents have been withdrawn; (C) provide any information or disclosures
in connection with any attempt to obtain any such consents; (D) provide legal review of, or
update or correct any information or disclosures currently or previously given; (E) provide any
such copies or access, except as expressly provided in the Specifications for all transactions,
consuimer or otherwise; or (F) otherwise to comply with any such special requirements; and (g) -
Subscriber undertakes to détermine whether any 8€ceconsumera€? is involved in any eContract
presented by Subscriber or its Authorized Users for processing, and, if so, to comply with all
requirements imposed by law on such eContracts or their formation. (h) If the domain of the
primary email address associated with the Account is owned by an organization and was
assigned to Subscriber as an employee, contractor or member of such organization, and that-
organization wishes to establish a commercial relationship with DocuSign and add the Account
to such relationship, then, if Subscriber does not change the email address associated with the
Account, the Account may become subject to the commercial relationship between DocuSign
and such organization and controlled by such organization. 5. RESPONSIBILITY FOR
CONTENT OF COMMUNICATIONS As between Subscriber and DocuSign, Subscriber is
solely responsible for the nature and content of all materials, works, data, statements, and other
visual, graphical, video, and written or audible communications submitted by any Authorized-
User or otherwise processed through its Account, the Subscription Service, or under any Service
Plan. Accordingly: (a) Subscriber will not use or permit the use of the Subscription Service to
send unsolicited mass mailings outside its organization. The term €ceunsolicited mass
mailingsa€? includes all statutory or common definitions or understanding of those terms in the
applicable jurisdiction, such as those set forth for #€ceCommercial Electronic Mail Messagesa€? -
under the U.S: CAN-SPAM Act, as an example only; and (b) Subscriber will not use or permit . -
the use of the Subscription Service: (i) to communicate any message or material that is
defamatory, harassing, libelous, threatening, or obscene; (ii) in a way that violates or infringes
upon the intellectual property rights or the privacy or publicity rights of any person or entity or
that. may otherwise be unlawful or give rise to civil or criminal liability (other than contractual
liability of the parties under eContracts processed through the Subscription Service); (iii} in any
manner that is likely to damage, disable, overburden, or impair the System or the Subscription
Service or interfere with the use or enjoyment of the Subscription Service by others; or (iv) in
any way that constitutes or encourages conduct that could constitute a criminal offense. .
DocuSign does not monitor the content processed through the Subscription Service, but in
accordance with DMCA (Digital Millennium Copyright Act) safe harbors, it may suspend any
use of the Subscription Service, or remove or disable any content that DocuSign reasonably and

- in good faith believes violates this Agreement or applicable laws or regulations. DocuSign will
use commercially reasonable efforts to notify Subscriber prior to any such suspension or
disablement, unless DocuSign reasonably believes that: (A) it is prohibited from doing so under .
applicable law or under legal process, such as court or government administrative agency
processes, orders, mandates, and the like; or (B) it is necessary to delay notice in order to prevent
imminent harm to the System, Subscription Service, or a third party: Under circumstances where -
notice is delayed, DocuSign will provide the notice if and when the related restrictions in the
previous sentence no longer apply. 6. PRICING AND PER USE PURCHASES The prices,

. features, and options of the Subscription Service available for an Account depend on the Service
Plan selected by Subscriber. Subscriber may also purchase optional services on a periodic or
per-use basis. DocuSign may add or change the prices, features or options available with a




Service Plan without notice. Subscriber's usage under a Service Plan is measured based on the
actual number of Seats as described in the Service Plan on the Site. Once a per-Seat Service Plan
is established, the right of the named Authorized User to access and use the Subscription Service
~ is not transferable; any additional or differently named Authorized Users must purchase per-Seat
Service Plans to send Envelopes. Extra seats, users and/or per use fees will be charged as set
forth in Subscriber's Service Plan if allowed by such Service Plan. If a Services Plan defines a
monthly Envelope Allowance (i.e. # Envelopes per month allowed to be sent), all Envelopes sent
in excess of the Envelope Allowance will incur a per-Envelope charge. Any unused Envelope
Allowances will expire and not carry over from one billing period to another under a Service -
Plan. Subscriberd€™s Account will be deemed to have consumed an Envelope at the time the
Envelope is sent by Subscriber, regardiess of whether Envelopes were received by recipients; or
whether recipients have perfornied any actions upon any eContract in the Envelope. Powerforms
are considered Envelopes within an Envelope Allowance Service Plan, and will be deemed
consumed at the time they are &€ceclickedd€? by any end user regardless of whether or not any
actions are subsequently performed upon such Envelope. For Service Plans that specify the
Envelope Allowance is &€ceUnlimited,4€? Subscriber is allowed to send a‘reasonable number of
Envelopes from the number of Seats purchased. If DocuSign suspects that the number of
Envelopes sent from a particular Seat or a group of Seats is abusive and/or unduly burdensome,
DocuSign will promptly notify Subscriber, discuss the use-case scenario with-Subscriber-and any
continued monitoring, additional discussions and/or information required to make a final
determination on the course of action based on such information: In the event Subscriber
exceeds, in DocuSigna€™s sole discretion, reasonable use restrictions under a Service Plan,
DocuSign reserves the right to transfer Subscriber into a higher-tier Service Plan without notice.
If you misrepresent your eligibility. for any Service Plan, you agree to pay us the additional
amount you would have been charged under the most favorable pricing structure for which-you
are eligible. DocuSign may discontinue'a Service Plan at any time, and with prior notice to yeu,
may migrate your Account to a similar Service Plan that may carry a different fee. You agree to
allow us to charge your credit card for the fees associated with a substitute Service Plan, even if
those fees are higher than those you agreed to when you registered your Account: Optional
asures, are measured at the time of use, and such charges are specific to the number of units of
the service(s) used during the billing period. Optional services subject to periodic charges, such
as additional secure storage, are charged on the same periodic basis as the Service Plan fees for
the Subscription Service. 7. SUBSCRIBER SUPPORT DocuSign will provide Subscriber
support to Subscriber as specified in the Service Plan selected by Subscriber, and that is further
detailed on DocuSigna€™s website. 8. STORAGE DocuSign will store eContracts per the terms
of the Service Plan selected by Subscriber. For Service Plans that specify the Envelope storage
amount is 4€ceUnlimited,3€? DocuSign will store an amount of Envelopes that is not abusive
and/or unduly burdensome, in DocuSigna€™s sole discretion. Subscriber may retrieve and store
copies of eContracts for storage outside of the System at any time during the ‘Term of the Service
Plan when Subscriber.is in good financial standing under these Terms and Conditions, and may
delete or purge eContracts from the System at its own discretion. DocuSign may, at its sole
discretion, delete an uncompleted eContract from the System immediately and without notice
upon earlier of: (i) expiration of the Envelope (where Subscriber has established an expiration
for such Envelope, not to exceed 365 days); or (ii) expiration of the Term. DocuSign assumes no
liability or respensibility for a party's failure or inability to electronically sign any eContract
within such a period of time. DocuSign'may retain Transaction Data for as long as ithas a




business purpose to do so. 9. BUSINESS AGREEMENT BENEFITS You may receive or be -
eligible for certain pricing structures, discounts, features, promotions, and other benefits
(collectively, "Benefits") through a business or government Subscriber's agreement with us (a
"Business Agreement"). Any and all such Benefits are provided to you solely as a result of the
corresponding Business Agreement and such Benefits may be modified.or.terminated without .
notice. If you tse the Subscription Service where a business or government entity pays your
charges or is otherwise liable for the charges, you authorize us to share your account information
with that entity and/or its authorized agents. If you are enrolled in a Service Plan or receive
certain Benefits tied to a Business Agreement with us, but you are liable for your own charges,
then you authorize us to share enough account information with that entity and its authorized -
agents to verify your continuing eligibility for those Benefits and the Service Plan. 10. FEES
AND PAYMENT TERMS The Service Plan rates, charges, and other conditions for use are set
forth in the Site. Subscriber will pay DocuSign the applicable charges for the Services Plan as set
forth on the Site. If you add more Authorized Users than the number of Seats you purchased, we
will add those. Authorized Users to your Account and impose additional charges for such
additional Seats on an ongoing basis. Charges for pre-paid Service Plans will be billed to -
Subscriber in advance. Charges for per use purchases and standard Service Plan charges will be
billed in arrears. When you register for an Account, you will be required to provide DocuSign .
with accurate, complete, and current credit card information for a valid credit card that you are
authorized to use. You must promptly notify us of any change in your invoicing address or
changes related to the credit card used for payment. By completing your registration for the
Services Plan, you authorize DocuSign or its agent to bill your credit card the applicable Service
Plan charges, any and all applicable taxes, and any other charges you may incur in connection
. with your use of the Subscription Service, all of which will be charged to your credit card. Each -
time you use the Subscription Service, or allow or cause the Subscription Service to be used, you
reaffirm that we are authorized to-charge your credit card. You may terminate your Account and
revoke your credit card authorization as set forth in the Term and Termination section of these
Terms and Conditions. We will provide you with one invoice in a format we choose, which may
change from time to time, for all Subscription Service associated with each Account and any.
charges of a third party on whose behalf we bill. Payment of all charges is due and will be
" charged to your credit card upon your receipt of an invoice. Billing cycle end dates may change
from time to time. When a billing cycle covers less than or more than a full month, we may make
reasonable adjustments and/or prorations. If your Account is a qualified business account and is-
approved by us in writing for corporate billing, charges will be accumulated, identified by -
Account identification number, and invoiced on a monthly basis. You agree that we may (at our
-option) accumulate charges incurred during your monthly billing cycle and submit them as one
or more aggregaté charges during or at the end of each cycle, and-that we may delay obtaining
- authorization from your credit card issuer until submission of the accumulated charge(s). This
means that accumulated charges may appear on the statement you receive from your credit card
issuer. If DocuSign-does not receive payment from your credit card provider, you agree to pay
all amounts due upon demand. DocuSign reserves the right to correct any errors or mistakes that
it makes even if it has already requested or received payment. Your credit card issuer's
agreement governs your use of your credit card in connection with the Subscription Service, and
you must refer to such agreement (not these Terms and Conditions) with respect o your rights
and liabilities as a cardholder. You are solely responsible for any and all fees charged to your
credit card by the issuer, bank, or financial institution including, but not limited to, membership,




overdraft, insufficient funds, and over the credit limit fees. You agree to notify us about any
billing problems or discrepancies within 20 days after they first appear on your invoice. If you do
not bring them to our attention within 20 days, you agree that you waive your right to dispute
such problems or discrepancies. We may modify the price, content, or nature of the Subscription
Service and/er your Service Plan at any time. If we modify any of the foregoing terms, you may
cancel your use of the Subscription Service. We may provide notice of any such changes by
e-mail, notice to you upon log-in, or by publishing them on the Site. Your payment obligations -
survive any termination of your use of the Subscription Service before the end of the billing
cycle. Any amount not paid when due will be subject to finance charges equal to 1.5% of the .
unpaid balance per month or the highest rate permitted by applicable usury law, whichever is
less, determined and compounded daily from the date due until the date paid. Subscriber will -
reimburse any costs or expenses (including, but not limited to, reasonable attorneysa€™ fees)
incurred by DocuSign to collect any amount that is not paid when due. DocuSign may accept any
check or payment in any'amount without prejudice to DocuSign&€™s right to recover the
balance of the amount due or to pursue any other right or remedy. Amounts due to DocuSign
under these Terms and Conditions may not be withheld or offset by Subscriber for any reason
against amounts due or asserted to be due to Subscriber from DocuSign. Unless otherwise noted
* .and Conditions are denominated in United States dollars, and Subscriber will pay all such
amounts in United States dollars. Other than federal and state net income taxes imposed on . .
DocuSign by the United States, Subscriber will bear all taxes, duties, VAT and other
governmental charges (collectively, 8€cetaxesa€?) resulting from these Terms and Conchtlons or
transactions conducted in relation to these Terms and Conditions. Subscriber will pay any
additional taxes as are necessary to ensure that the net amounts received and retained by
DocuSign after all such taxes are paid-are equal to the amounts that DocuSign would have been. -
entitled to in accordance with these Terms and Conditions as if the taxes did not exist. 11.
DEPOSITS, SERVICE LIMITS, CREDIT REPORTS, AND RETURN OF BALANCES Yow
authorize us to ask consumer reporting agencies or trade references to furnish us with '
employment and credit information, and you consent to our rechecking and reporting personal
and/or business payment and credit history if, in our sole discretion, we so choose. If you believe
that we have reported inaccurate information about your account to a consumer reporting -
agency, you may send a written notice describing the specific inaccuracy to the address provided
in the Notices section below. For you to use the Subscription Service, we may require a deposit
or set a service limit. The deposit will be held as a partial guarantee of payment. It cannot be
used by you to pay your invoice or delayed payment. Unless otherwise required by law, deposits
may be mixed with other funds and will not earn interest. We reserve the right to increase your
deposit if we deem appropriate. You may request that we reevaluate your deposit on an annual
basis, which may result in a partial or total refund of the deposit to you or credit to your account.
If you default or these Terms and Conditions are terminated, we may, without notice to you,
apply any deposit towards payment of any amounts you owe to us. After approximately 90 days
following termination of these Terms and Conditions, any remaining deposit or other credit
balance in excess of amounts owed will be returned without interest, unless otherwise required
by law, to. you at your last known address. You agree that any amounts under $15 will not be
refunded to cover our costs of closing your account. If the deposit balance is undeliverable and .
returned to us, we will hold it for you for one year from the date of return and, during that peried,
we may charge a service fee against the deposit balance. You hereby grant us a security interest
in any-deposit we require to secure the performance of your obligations under these Terms and




Conditions. 12. TERM AND TERMINATION The term of these Terms and Conditions for each
Account begins on the date you register for an Account and continues for the term specified by
the Service Plan you purchase (the 4€ceTerma€?). You may terminate your Account at any time
upon 10 days advance written notice to DocuSign following the Notice procedures set forth in
these Terms and Conditions. Unless you terminate your Account or you set your Account to not
auto renew, your Service Plan will automatically renew at the end of its Term (each a
a€eRenewal Term4€?), and you authorize us (without notice) to collect the then-applicable fee
and any taxes for the renewed Service Plan, using any credit card we have on record for you.
. Service Plan fees and features may change over time. Your Service Plan for a Renewal Term
“will be the one we choose as being closest to your Service Plan from the prior Term. For any
" termination (including when you switch your Account), you will be responsible for payment of
-all fees and charges through the end of the billing cycle in which termination occurs. If you
" terminate your annual Service Plan Account within the first 30 days of the Term, you may
submit written request to DocuSign following the Notice procedures set forth in these Terms and
- Conditions, for a full refund of the prepaid fees paid by you to DocuSign. You will be limited to
one refund. You agree that termination of an annual Service Plan after the first 30 days will not
. entitle you to any refund of prepaid fees. You will be in default of these Terms and Conditions if
- you: (a) fail to pay any amount owed to us or an affiliate of ours or any amount appearing on
your invoice; (b) have amounts still owing to us or an affiliate of ours from a prior account; ()
breach any provision of these Terms and Conditions; (d) violate any policy applicable to the
Subscription Service; (e) are subject to any proceeding under the Bankruptcy Code or similar
laws; or (f) if, in our sole discretion, we believe that your continued use of the Subscription
Service presents a threat to the security of other users of the' Subscription Service. If you are in
default, we may, without notice to you, suspend your Account and use of the Subscription -
Service, withhold refunds and terminate your Account, in addition to all other remedies available
to us. We may require reactivatiorn charges to reactivate your Account after termination or -~
suspension. The following provisions will survive the termination of these Terms and Conditions
- and.your Account: Sections 3, 9-11, and 15-23. 13. SUBSCRIBER WARRANTIES You hereby
represent and warrant to DocuSign that: (a) you have all requisite rights and authority to use the
Subscription Service under these Terms and Conditions and to grant all applicable rights herein;
(b) the performance of your obligations under these Terms and Conditions will not violate,
conflict with, or result in a default under any other agreement, including confidentiality
agreements between you and third parties; (c) you will use the Subscription Service for lawful
purposes only and subject to these Terms and Conditions; (d) you are responsible for all use of
the Subscription Service in your Account; (e) you are solely responsible for maintaining the
confidentiality of your Account names and password(s); (f) you agree to immediately notify us
of any unauthorized use of your Account of which you become aware; (g) you agree that
DocuSign will not be liable for any losses incurred as a result of a third party’s use of your
- Account, regardless of whether such use is with or without your knowledge and consent; (h) you
will not use the Subscription Service in any manner that could damage, disable, overburden or
impair the System, or interfere with another's use of the Subscription Service by others; (i) any
.information submitted to DocuSign by you is true, accurate, and correct; and (j) you will not
attempt to gain unauthorized access to the System or the Subscription Service, other accounts,
" computer systems, or networks under the control or responsibility of DocuSign through hacking,
- -cracking, password mining, or any other unauthorized means. 14. DOCUSIGN WARRANTIES.
DocuSign represents and warrants that: (a) the Subscription Service as delivered to Subscriber




and used in accordance with the Specifications will not infringe on any United States patent,

copyright or trade secret; (b) the Subscription Service will be performed in accordance with the

Spemflcatlons in their then-current form at the time of the provision of such Subscription

Service; (c) any DocuSign Products that are software shall be free of harmful or illicit code,

- trapdoors, viruses, or other harmful features; (d) the proper use of the Subscription Service by

Subscriber in accordance with the Specifications and applicable law in the formation of an

eContract not involving any consumer will be sufficient under the Electronic Signaturesin

Global and National Commerce Act, 15 U.S.C. A§A§ 7001 et seq. (the 4€eESIGN Acti€?) to
ESIGN Act; (¢) the proper use of the Subscription Service by Subscriber in accordance with the

Specifications and applicable law in the formation of an eContract involving a consumer will be

sufficient under the ESIGN Act to support the validity of such formation, to the extent provided

in the ESIGN Aect, so long as and provided that Subscriber complies with all special

" requirements for consumer eContracts, including and subject to those referenced in Section 4.(f)

- and (g) above; and (f) DocuS1gn has implemented information security policies and safeguards

-to preserve the security, integrity, and confidentiality of eContracts and to protect against -
unauthorized access and anticipated threats or hazards thereto, that meet the objectives of the
Interagency Guidelines Establishing Standards for Safeguarding Subscriber Information as set - - . -
forth in Section 501 (b) of the Gramm-Leach-Bliley Act. 15. DISCLAIMER OF WARRANTIES
EXCEPT FOR THE REPRESENTATIONS AND WARRANTIES EXPRESSLY PROVIDED
"IN SECTION 14 OF THESE TERMS AND CONDITIONS, THE SUBSCRIPTION SERVICE

- AND THE SITE ARE PROVIDED a€ceAS IS,4€? AND DOCUSIGN: (a) MAKES NO

ADDITIONAL REPRESENTATION OR WARRANTY OF ANY KIND WHETHER .

- EXPRESS, IMPLIED (EITHER IN FACT OR BY OPERATION.OF LAW), OR STATUTORY,.
AS TO ANY MATTER WHATSOEVER; (b) EXPRESSLY DISCLAIMS ALL IMPLIED .
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE,
QUALITY, ACCURACY, AND-TITLE; AND (c) DOES NOT WARRANT THAT THE -
SUBSCRIPTION SERVICE OR SITE ARE OR WILL BE ERROR-FREE, WILL MEET:

- SUBSCRIBER&€™S REQUIREMENTS, OR BE TIMELY OR SECURE. SUBSCRIBER™ .

. WILL BE SOLELY RESPONSIBLE FOR ANY DAMAGE RESULTING FROM THE USE OF
THE SUBSCRIPTION SERVICE OR SITE. SUBSCRIBER WILL NOT HAVE THE RIGHT

. TO MAKE OR PASS ON ANY REPRESENTATION OR WARRANTY ON BEHALF OF

- DOCUSIGN TO ANY THIRD PARTY. USE OF THE SUBSCRIPTION SERVICE AND SITE

ARE AT YOUR SOLE RISK. Because some states and jurisdictions do not allow limitations on

implied warranties, the above limitation may not apply to you. In that event, such warranties are

limited to the minimum warranty period allowed by the applicable law. 16. SUBSCRIBER

INDEMNIFICATION OBLIGATIONS You will defend, indemnify, and hold us, our affiliates,

officers, directors, employees, suppliers, consultants, and agents harmless from any and all third .

- party claims, liability, damages, and costs (including, but not limited to, attorneys' fees) arising

from or related to: (a) your use of the Subscription Service; (b) your violation of these Terms and

- Conditions; {c) your infringement, or infringement by any other user of your Account, of any

intellectual property or other right of any person or entity; or (d) the nature and content of all

materials, works, data, statements, and other visual, graphical, written, or audible
communications of any nature submitted by any Authorized User of your Account or otherwise
processed through your Account. 17. LIMITATIONS OF LIABILITY NOTWITHSTANDING

ANYTHING TO THE CONTRARY CONTAINED IN THESE TERMS AND CONDITIONS,

DOCUSIGN WILL NOT, UNDER ANY CIRCUMSTANCES, BE LIABLE TO SUBSCRIBER




FOR ANY CONSEQUENTIAL, INCIDENTAL, SPECIAL, OR EXEMPLARY DAMAGES
ARISING OUT OF OR RELATED TO THE TRANSACTIONS CONTEMPLATED UNDER
THESE TERMS AND CONDITIONS, INCLUDING BUT NOT LIMITED TO LOST
PROFITS OR LOSS OF BUSINESS, EVEN IF APPRISED OF THE LIKELIHOOD OF SUCH
DAMAGES OCCURRING. UNDER NO CIRCUMSTANCES WILL DOCUSIGN'S TOTAL
LIABILITY OF ALL KINDS ARISING OUT OF OR RELATED TO THESE TERMS AND
‘CONDITIONS OR SUBSCRIBER&€™S USE OF THE SUBSCRIPTION SERVICE
"~ (INCLUDING BUT NOT LEIMITED TO WARRANTY CLAIMS), REGARDLESS OF THE
FORUM AND REGARDLESS OF WHETHER ANY ACTION OR CLAIM IS BASED ON
CONTRACT, TORT (INCLUDING NEGLIGENCE), OR OTHERWISE, EXCEED THE
TOTAL AMOUNT PAID BY SUBSCRIBER TO DOCUSIGN UNDER THESE TERMS AND
CONDITIONS DURING THE 3 MONTHS PRECEDING THE DATE OF THE ACTION OR
CLLAIM. EACH PROVISION OF THESE TERMS AND CONDITIONS THAT PROVIDES
FOR A LIMITATION OF LIABILITY, DISCLAIMER OF WARRANTIES, OR EXCLUSION
OF DAMAGES REPRESENTS AN AGREED ALLOCATION OF THE RISKS OF THESE
TERMS AND CONDITIONS BETWEEN THE PARTIES. THIS ALLOCATION IS
REFLECTED IN THE PRICING OFFERED BY DOCUSIGN TO SUBSCRIBER AND IS AN
ESSENTIAL ELEMENT OF THE BASIS OF THE BARGAIN BETWEEN THE PARTIES. -
EACH OF THESE PROVISIONS IS SEVERABLE AND INDEPENDENT OF ALL OTHER
PROVISIONS OF THESE TERMS AND CONDITIONS, AND EACH OF THESE.
PROVISIONS WILL APPLY EVEN IF THE WARRANTIES IN THESE TERMS AND
CONDITIONS HAVE FAILED OF THEIR ESSENTIAL PURPOSE. Because some states and
jurisdictions do not allow limitation of liability in certain instances, portions of the above
limitation may ot apply to you. 18. CONFIDENTIALITY &€ceConfidential Information€?
means any trade secrets or other information of DocuSign, whether of a technical, business, or
other nature (including, without limitation, DocuSign software and related information), that is -
disclosed to or made available to Subscriber. Confidential Information does not include any
information that: (a) was knowi to Subscriber prior to receiving it from DocuSign; (b) is
independently developed by Subscriber without use of or reference to any Confidential
Information; (c) is acquired by Subscriber from another source without restriction as to use or
disclosure;or (d) is or becomes part of the public domain through no fault or action of
Subscriber. During and after the Term of these Terms and Conditions, Subscriber will: (i) use the
Confidential Information solely for the purpose for which it is provided; (ii) not disclose sach
.Confidential Information to a third party; and (iif) protect such Confidential Information from
unauthorized use and disclosure to the same extent (but nsing no less than a reasonable degree of
- ¢are) that it protects its own Confidential Information of a similar nature. If Subscriber is
required by law to disclose the Confidential Information or the terms of these Terms and
Conditions, Subscriber must give prompt written notice of such requirement before such
disclosure and assist the DocuSign in obtaining an order protecting the Confidential Information
from public disclosure:. Subscriber acknowledges that, as between the parties, all Confidential '
Information it receives from DocuSign, including all copies thereof in Subscriber's possession or
control, in any media, is proprietary to and exclusively owned by DocuSign. Nothing in these
“Terms and Conditions grants Subscriber any right, title, or interest in or to any of the
- Confidential Information. Subscriber's incorporation of the Confidential Information into any of
its own materials shall not render Confidential Information non-confidential. Subscriber
acknowledges that any actual or threatened violation of this confidentiality provision may cause




irreparable, non-monetary injury to the disclosing party, the extent of which may be difficult to
ascertain, and therefore agrees that DocuSign shall be entitled to seek injunctive relief in
addition to all remedies available to DocuSign at law and/or in equity. Absent written consent of
DocuSign, the burden of proving that the Confidential Information is not, or is no longer,
confidential or a trade secret shall be on Subscriber. 19. PRIVACY Personal information
provided or collected through or in connection with this Site shall only by used.in accordance
with DocuSigni€™s Privacy Policy and these Terms and Conditions are subject to the Privacy
Policy on DocuSign's website which sets forth the terms and conditions governing DocuSign's
collection and use of personal information from Authorized Users that is gathered through the
Site. 20. ACCESS LIMITS Your use of the Site is at all times governed by our website Terms of
is the owner of various intellectual property and technology rights associated with the
Subscription Service, its document management, digital signature, and notary system, including
patent, copyright, trade secret, and trademark and service mark rights. Except for the rights
expressly granted in these Terms and Conditions, DocuSign does not transfer to Subscriber of
any Authorized User any of DocuSigni€™s technology or other intellectual property or
technology rights. All right, title, and interest in and to DocuSigna€™s technology and
intellectual property will remain solely with the DocuSign. Subscriber agrees that it will not; -
directly or indirectly, reverse engineer, decompile, disassemble, or otherwise attempt to derive- -
source code or other trade secrets from the Subscription Service or DocuSigna€™s technology.
DocuSign agrees that data and information provided by Subscriber under these Terms and
-Conditions.shall remain, as between Subscriber and DocuSign, owned by Subscriber. DocuSign
hereby grants to users and licensees of its products and services a limited, revocable,
nonexclusive and nontransferable right to use DocuSigna€™s regular trade names, trademarks,
titles and logos (4€celicensed Marks&€7) solely for purposes of identifying DocuS1gna.€TMs :
products and services. Details of this trademark license are available at: .
http://www.docusign.com/IP. 22: FEEDBACK By submitting feedback to DocuSign: (a)
Subscriber automatically grants to DocuSign a perpetual, irrevocable, transferable, royaliy-free
license to use Subscriber's feedback for any and all purposes without any compensation to
Subscriber; and (b) Subscriber agrees that it will not publish, submit, or display feedback
submitted by Subscriber or its Authorized Users to or on any other web site or in any other
publicly accessible forurh without DocuSign's prior written consent. 23. GENERAL Subscriber
acknowledges that the Subscription Service and any related products, information,.
documentation, software, technology, technical data, and any derivatives thereof, that DocuSign
makes available to its Subscribers (collectively &€eExcluded Datad€?), is subject to export
control laws and regulations of the United States and other jurisdictions (collectively d€ccExport
Lawsa€?). Subscriber represents and warrants that: (i) it is niot located in, under the control of, or
a national or resident of an embargoed country or prohibited end user under Export Laws; and -
(ii) it will not access, download, use, export or re-export, directly or indirectly, the Excluded
Data to any location, entity, government or person prohibited by export laws, without first
complying with all Export Laws that may be imposed by the U.S. Government and any country .
or organization of nations within whose jurisdiction it operates or does business. Subscriber is
solely responsible for complying with Export Laws for all Excluded Data and any of its content
transmitted through the Subscription Service. Subscriber shall advise DocuSign in the event the
Excluded Data requires DocuSign to obtain additional licenses, permits and/or approvals from
any government in the jurisdiction where Subscriber intends to use the Subscription Service.
Upon being advised of such a requirement, DocuSign may at its sole discretion: (a) terminate




Subscriber's Account; (b) obtain such licenses, permits, and/or approvals as may be required; or
(c) modify these Terms and Conditions such that additional licenses, permits, and/or approvals
are no longer required to be obtained by DocuSign. The Subscription Service will be accessed
and delivered via the internet. Subscriber is responsible for obtaining the necessary equipment
and internet connection in order to access and use the Subscription Service. In order to fully
utilize the Subscription Service, Subscriber will need to maintain certain minimum hardware and
software requirements. These requirements are set forth in the Spemﬁcatmns DocuSign will be”
and act as an independent contractor (and not as the agent or representative of Subscriber) in the
performance of these Terms and Conditions. These Terms and Conditions will not be interpreted
or construed as: (a) creating or evidencing any association, joint venture, partnership, or .

~ franchise between the parties; (b) imposing any partnership or franchise obligation or liability on
either party; (c) proh1b1t1n g or restricting either partya€™s performance of any services for any
third party; or (d) establishing or as a foundation for any rights or remedies for any third party,
whether as a third party beneficiary or otherwise. Subscriber must not represent to anyone that
Subscriber is.an agent of DocuSign or is otherwise authorized to bind or commit DocuSign in
any way without DocuSigna€™s prior authorization. Subscriber may not assign its rights, duties,
or obligations under these Terms and Conditions without DocuSigna€™s prior written consent.
If consent is given, these Terms and Conditions will bind Subscriberd€™s successors and
assigns. Any attempt by Subscriber to transfer its rights, duties, or obligations under these Terms
and Conditions except as expressly provided in these Terms and Conditions is void. DocuSign
may freely assign its tights, duties, and obligations under these Terms and Conditions. DocuSign
may utilize a subcontractor or other third party to perform its duties under these Terms and
Conditions so long as: (a) DocuSign shall not be relieved of any responsibilities or obligations
under these Terms and Conditions that are performed by the subcontractor or third party; and (b)-
PocuSign shall remain Subscriberf€™s sole point of contact and sole contracting party. We may
provide, or third parties may provide, links to other Web sites or resources that are beyond our
control. We make no representations as to the quality, suitability, functionality, or legality of any
sites to which links may be provided, and you hereby waive any claim you might have against us
with respect to such sites. DOCUSIGN IS NOT RESPONSIBLE FOR THE.CONTENT ON
THE INTERNET OR WEB PAGES THAT ARE CONTAINED OUTSIDE THE SITE. Your
correspondence or business dealings with, or participation in promotions of; advertisers or .
partners found on or through the Site, including payment and delivery of related goods or
services, and any other terms, conditions, warranties, or representations. associated with such
dealings, are solely between you and such advertiser or partner. You agree that we are not-
responsible or liable for any loss or damage of any sort incurred as.the result of any such -
dealings or as-the result of the presence of such advertisers or partners on the Site. Any notice
required or permitted to be given in accordance with these Terms and Conditions will be
effective if it is in writing and sent using the certified delivery function of the Subscription
Service; by email, certified or registered mail, or insured courier, return receipt requested, to the
appropriate party at the address set forth in Subscriber's registration information for Subscriber
or on the Site for DocuSign. Either party may change its address for receipt of notice by notice to
the other party in accordance with this Section. Notices are deemed given upon receipt if
delivered using the Subscription Service or email, two business days following the date of
mailing, or one business day following delivery to a courier. Written notification to terminate an
Account shall be sent by email to support@docusign.com from the Subscribera€™s email
address set forth in Subscriber's registration information for Subscriber, or by calling




1.866.219.4318. Neither party will be liable for, or be considered to be in breach of or default
ns on account of, any delay or failure to perform as required by these Terms and Conditions as a
result of any cause or condition beyond such partya€™s reasonable control, so long as such

party uses all commercially reasonable efforts to avoid or remove such causes of
non-performance or delay. These Terms and Conditions are governed in all respects by the laws
of the State of Washington as such laws are applied to agreements entered into and to bé _
performed entirely within Washington between Washington residents. Any controversy or claim-
arising out of or relating to these Terms and Conditions, the Hosted Service, or the Site will be
settled by binding arbitration in accordance with the commercial arbitration rules of the -

“American Arbitration Association. Any such controversy or claim shall be arbitrated on an
individual basis, and shall not be consolidated in any arbitration with any claim or controversy of
any other party. The arbitration will be conducted in King County, Washington, and judgment on
the arbitration award may be entered into any court having jurisdiction thereof. The award of the
arbitrator shall be final and binding upon the parties without appeal or review except as
permitted by Washington law. Notwithstanding the foregoing, either party may seek any interim
or preliminary injunctive relief from any court of competent jurisdiction, as necessary to protect
the party's rights or property pending the completion of arbitration. By using the Site or the
Subscription Service, you consent and submit to the exclusive jurisdiction and venue of the state
and federal courts located in King County, Washington. Any legal action by Subscriber afising
under these. Terms and Conditions must be initiated within two years after the cause of action
arises. The waiver by either party of any breach of any provision of these Terms and Conditions
does not waive any other breach. The failure of any party to insist on strict performance of any
covenant or obligation in accordance with these Terms and Conditions will not be a waiver of
such party's right to demand strict compliance in the future; nor will the same be construed as a .
novation of these Terms and Conditions. If any part of these Terms and Conditions is found to be
illegal, unenforceable, or invalid,-the remaining portions of these Terms and Conditions will. ..
‘remain in full force and effect. If any material limitation or restriction on the grant of any license
to Subscriber under these Terms and Corditions is found to be illegal, unenforceable, or invalid,
the license will immediately terminate. Except as set forth in Section 2 of these Terms and
Conditions, these Terms and Conditions may not be amended except in writing signed by both
you and us. In the event that we make such a change that has a material adverse impact on your
rights or use of the Service, you may terminate these Terms and Conditions by-giving us notice
within 20 days of the date we notify you, and you will not be charged any cancellation fee. These
Terms and Conditions are the final and complete expression of the agreement between these
parties regarding the Subscription Service. These Terms and Conditions supersede, and the tefms
of these Terms:and Conditions govern, all previous oral and written communications regarding
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