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SPECIAL TERMS AND CONDITIONS:

“Confidential State Data” is defined as data deemed confidential by State or Federal statute or
regulation. The Contractor shall protect Confidential State Data as follows:

The Contractor shall ensure that all Confidential State Data is housed in the continental United
States, inclusive of the backup data.

The Contractor shall encrypt Confidential State Data at rest and in transit using the current
version of Federal Information Processing Standard (“FIPS”) 140-2 validated encryption
technologies.

The Contractor and the Contractor's processing environment containing Confidential State Data
shall either (1) be in accordance with at least one of the following security standards: (i)
International Standards Organization ("ISO”") 27001; (ii) Federal Risk and Authorization
Management Program ("FedRAMP”); or (2) be subject to an annual engagement by a CPA firm n
accordance with the standards of the American Institute of Certified Public Accountants (“AICPA”)
for a System and Organization Controls for service organizations (“SOC”) Type Il audit. The
State shall approve the SOC audit control objectives. The Contractor shall provide proof of
current ISO certification of FedRAMP authorization for the Contractor and Subcontractor(s), or
provide the State with the Contractor’'s and Subcontractor’'s annual SOC Type |l audit report
within 30 days from when the CPA firm provides the audit report to the Contractor or
Subcontractor. The Contractor shall submit corrective action plans to the State for any issues
included in the audit report within 30 days after the CPA firm provides the audit report to the
Contractor or Subcontractor.

If the scope of the most recent SOC audit report does not include all of the current State fiscal
year, upon request from the State, the Contractor must provide the State a letter from the
Contractor or Subcontractor stating whether the Contractor or Subcontractor made any material
changes to their control environment since the prior audit and, if so, whether the changes, in the
opinion of the Contractor or Subcontractor, would negatively affect the auditor's opinion in the
most recent audit report.

No additional funding shall be allocated for these certifications, authorizations, or audits as these
are included in the Maximum Liability of this Contract.

The Contractor must annually perform Penetration Tests and Vulnerability Assessments
against its Processing Environment. “Processing Environment” shall mean the combination
of software and hardware on which the Application runs. “Application” shall mean the
computer code that supports and accomplishes the State's requirements as set forth in this
Contract. “Penetration Tests” shall be in the form of attacks on the Contractor's computer
system, with the purpose of discovering security weaknesses which have the potential to
gain access to the Processing Environment's features and data. The “Vulnerability
Assessment” shall be designed and executed to define, identify, and classify the security
holes (vulnerabilities) in the Processing Environment. The Contractor shali allow the State,
at its option, to perform Penetration Tests and Vulnerability Assessments on the
Processing Environment.

Upon State request, the Contractor shall provide a copy of all Confidential State Data it holds.
The Contractor shall provide such data on media and in a format determined by the State.

Upon termination of this Contract and in consultation with the State, the Contractor shall destroy
all Confidential State Data it holds (including any copies such as backups) in accordance with the
current version of the National Institute of Standards and Technology (“NIST") Special Publication
800-88. The Contractor shall provide a written confirmation of destruction to the State within ten
(10) business days after destruction.
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The State:

Valerie Nagoshiner

Chief of Staff

Department of Health

Andrew Johnson Tower, 5" Floor

710 James Robertson Parkway

Nashville, TN 37243

Email Address: Valerie.Nagoshiner@tn.gov
Telephone: (615) 532-5895

Metro:

Wendy Long, MD, MPH, Director

Metropolitan Government of Nashville and Davidson County
2500 Charlotte Avenue

Nashville, TN 37209-4129

Wendy.long@nashville.gov

Telephone: (615) 340-5622

All instructions, notices, consents, demands, or other communications shall be considered
effectively given upon receipt or recipient confirmation as may be required.

Confidentiality of Records. Strict standards of confidentiality of records and information shail be
maintained in accordance with applicable state and federal law. All material and information,
regardless of form, medium or method of communication, provided to the Contractor by the State
or acquired by the Contractor on behalf of the State shall be regarded as confidential information
in accordance with the provisions of applicable state and federal law, state and federal rules and
regulations, departmental policy, and ethical standards. Such confidential information shall not
be disclosed, and all necessary steps shall be taken by the Contractor to safeguard the
confidentiality of such material or information in conformance with applicable state and federal
law, state and federal rules and regulations, departmental policy, and ethical standards.

The Contractor’s obligations under this section do not apply to information in the public domain,;
entering the public domain but not from a breach by the Contractor of this Agreement; previously
possessed by the Contractor without written obligations to the State to protect it; acquired by the
Contractor without written restrictions against disclosure from a third party which, to the
Contractor’s knowledge, is free to disclose the information; independently developed by the
Contractor without the use of the State’s information; or, disclosed by the State to others without
restrictions against disclosure. Nothing in this paragraph shall permit Contractor to disclose any
information that is confidential under federal or state law or regulations, regardless of whether it
has been disclosed or made available to the Contractor due to intentional or negligent actions or
inactions of agents of the State or third parties.

It is expressly understood and agreed the obligations set forth in this section shall survive the
termination of this Contract.

HIPAA Compliance. The State and Contractor shall comply with obligations under the Health
Insurance Portability and Accountability Act of 1996 (HIPAA) and its accompanying regulations.

a Contractor warrants to the State that it is familiar with the requirements of HIPAA and its
accompanying regulations, and will comply with all applicable HIPAA requirements in the
course of this Contract.

b. Contractor warrants that it will cooperate with the State, including cooperation and
coordination with State privacy officials and other compliance officers required by HIPAA
and its regulations, in the course of performance of the Contract so that both parties will
be in compliance with HIPAA.









